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Abstract

Factorizable logarithmic signatures for finite groups are the essential component
of the cryptosystems MST; and MST;. The problem of finding efficient algorithms
for factoring group elements with respect to a given class of logarithmic signatures is
therefore of vital importance in the investigation of these cryptosystems. In this paper
we are concerned about the factorization algorithms with respect to transversal and
fused transversal logarithmic signatures for finite abelian groups. More precisely we
present algorithms and their complexity for factoring group elements with respect to
these classes of logarithmic signatures. In particular, we show a factoring algorithm with
respect to the class of fused transversal logarithmic signatures and also its complexity
based on an idea of Blackburn, Cid and Mullan for finite abelian groups.

1 Introduction

Logarithmic signatures and covers for finite groups have found interesting applications in de-
signing cryptographic primitives and pseudo-random number generators (6], [8], [9], |4], [13],
[5], [7], [11]. Logarithmic signatures and covers are a kind of factorization of a finite group
G through its subsets and they induce surjective mappings from Zg| onto G. An interesting
fact is that these mappings can, in general, very efficiently be computed. However, if we
take a random cover for a finite group, its induced mapping behaves like a random function,
see [11], thus inverting this mapping becomes an intractable problem. There are strong
indications supporting this fact. On the other hand, the mapping induced by a logarithmic
signature actually is a bijection. As there are various classes of logarithmic signatures which
are arised from algebraic structures of the groups, the problem of inverting this bijection
needs a careful study. More important is the fact that the logarithmic signatures, whose in-
duced mappings are used as part of private key in a public key cryptosystem, see [9], [4], [13],
have to be efficiently invertible. Hence, the question of inverting the induced bijection for
a given logarithmic signature is of significance. The problem has not been treated in detail
in the literature yet. In [8] Magliveras and Memon have shown that the induced bijections
for a specific class of transversal logarithmic signatures derived from a chain of point stabi-
lizer subgroups for permutation groups of degree n can be invertible with a complexity of



O(n?). In [10] it is shown that the induced bijection of a certain specific class of transversal
logarithmic signatures for elementary abelian 2-groups can be invertible with a complexity
of O(1), see also [15]. In [2| Blackburn, Cid and Mullan state that the bijections induced
from the class of fused transversal logarithmic signatures for elementary abelian 2-groups G
are tame. Unfortunately, the statement is erroneous. The gap in their proof is caused by
a lack of an algorithm and therefore an estimate of its complexity. In [13] the problem of
inverting induced bijections of fused transversal logarithmic signatures is discussed.

In this paper we study the inverting problem of the bijections induced from transversal
and fused transversal logarithmic signatures for abelian groups. We present algorithms and
their complexity for solving their inverting problem. In particular, we show an algorithm
based on the idea of Blackburn et al. and determine its complexity. We further study the
inverting problem by using trapdoor information and show that fused transversal logarithmic
signatures for abelian groups are tame with respect to this method.

2 Preliminaries

In this section we briefly present notation, definitions and some basic facts about logarithmic
signatures and covers for finite groups and their induced mappings. For more details the
reader is referred to [8], [9]. We assume that the reader is familiar with the basis of group
theory. The group theoretic notation used is standard and may be found in any textbook
of group theory. In this paper we only deal with finite groups.

Let G be a finite group. We define the width of G to be the positive integer w = [log, |Gl].
Suppose that o = [A1, Ag, ..., Ag] is a sequence of subsets A; C G, such that > {_; |Ai] is
polynomially bounded in the width w of G. Let & be a subset of G. We say that « is a
cover for § if each element h € § can be expressed in at least one way as a product of the
form

h=g1-92---gs—1-9s (2.1)

with gi € Aj.

If every h € 8 can be expressed in exactly one way by Equation (2.1), then « is called a
logarithmic signature for 8. If § = G, « is called a cover resp. a logarithmic signature for G.

The Aj are called the blocks, and the vector (r1,...,71s) with vy = |A4| the type of x. We
say that « is nontrivial if s > 2 and vy > 2 for 1 <1 < s; otherwise « is said to be trivial.

Let vy : G=Gg > Gy > - > Gg =1 be a chain of subgroups of G, and let A; be
an ordered, complete set of right (or left) coset representatives of Gi_1 in Gi. Then it is
clear that [A1,...,Ag] forms a logarithmic signature for G, called a transversal logarithmic
signature (TLS).

Let F be a family of groups. The family is assumed to have infinitely many members.
Suppose we are given cover ag for each G € F. Let € ={ag | G € F}. If there is a constant
k for all G € JF such that the factorization in Equation (2.1) with respect to each ag € €
can be achieved in O(w¥), where w is the width of G, then «g is called tame (i.e. there
is an algorithm for factoring with respect to «cg which can be achieved in polynomial time
in w). Such an algorithm will also be defined as tame. To state it in a different manner,
a class of covers for a family of groups is considered to be tame, if there exists a generic
factorization algorithm which is tame for all members of the family. For example, suppose
G be a permutation group on the set X = {1,...,n}. Consider a chain of nested point
stabilizers G = Gg > G; > -+ > Gg = 1, where G; fixes pointwise the symbols 1,2,... 1,
for any i > 1. It is shown in [8] that a specific constructed class of transversal logarithmic



signatures from this chain of subgroups has a factorization with complexity O(n?). Hence
this class of TLS is tame if n is bounded by a polynomial in the width w of G.

The existence of a constant k in the above definition of the tameness logarithmic signatures
(for all members in the family ¥F) is crucial and meaningful. The reason is that if we consider
a single group G, then the complexity of the factorization with respect to any logarithmic
signature for G can always be expressed as a polynomial in w, because G is a finite group
(of course, we implicitly assume that the type of cover is polynomial bounded in w as well).
Thus by talking about the tameness of a logarithmic signature for a given group it should
be understood in accordance with the above definition.

On the other hand we may encounter classes of factorization algorithms whose computa-
tional complexity does not provide the tameness property for the corresponding logarithmic
signatures, possessing however a certain degree of efficiency. More precisely, suppose we are
given a generic factorization algorithm Ag with respect to a class of LS for all members of
J, that is not tame by definition, i.e. there is no constant k, such that the complexity of Ag
is O(w¥), for an LS «g for G € F, where w = [log, |G|]. However, we know that for G the
factorization complexity of F can always be expressed by O(w!) for some integer £. Now if
O(w') << |G|, then we may say that «g is factorizable. This is to say that the complexity
O(w') is “small” compared with |G|. This definition implies that even it is not possible to
store all the elements of G, it is still computationally feasible to factor any given element
g € G with respect to g, which has a polynomial bounded storage in w.

In general, the problem of finding a factorization in Equation (2.1) with respect to a
given cover is presumedly intractable. There are strong evidences in support of the hardness
of the problem. For example, let G be a cyclic group and g be a generator of G. Let
a = [A1,Aq,...,As] be any cover for G, for which the elements of A; are written as powers
of g. Then the factorization with respect to o« amounts to solving the Discrete Logarithm
Problem (DLP) in G.

The main point making covers and LS interesting for use in cryptography is that if the
above factorization problem is intractable, they essentially induce one-way functions. This

can be described as follows. Let o = [A1,Aa,...,Aq] be a cover of type (11,72, ...,75) for
G with Ai = [Cli’l, ai2,..., aiﬂ’i] and let m = Hle Ti. Let m; = 1 and my = H};} Tj for
i=2,...,s. Let T denote the canonical bijection from Z,, ® Zy, ® --- ® Zr, on Zm; i.e.

T Ly ®Lry® - B Ly, = L

S
(31,32, -0 Js) = ) _jimi.
i1

Using T we now define the surjective mapping & induced by o.

& : Zm—G
(VX(X) = a17j1 ’ a27j2 T aS»jS’
where (j1,j2,...,js) = T '(x). Since T and T~ ! are efficiently computable, the mapping

&(x) is efficiently computable.

Conversely, given a cover « and an element y € G, to determine any element x € & !(y) it
is necessary to obtain any one of the possible factorizations of type (2.1) for y and determine
indices j1,j2,...,js such that y = ay5, - asj, - -+ asj,. This is possible if and only if « is
factorizable. Once a vector (ji,j2,...,js) has been determined, & '(y) = t(j1,j2,...,js)
can be computed efficiently.



Assume that o« = [A1,Ag,...,Ag] is a cover for G. Let go,g1,...,9s € G, and consider
B = [B1,Bo,...,Bs] with By = gi__llAigi. We say that 3 is a two sided transform of & by
do, 91, - - -, gs; in the special case, where go = 1 and g5 = 1, 3 is called a sandwich of «. It
is clear that 3 is a cover for G.

Two covers (logarithmic signatures) «, 3 are said to be equivalent if & = B For example,
if B is a sandwich of «, then & and {3 are obviously equivalent.

A block A; of a cover is called normalized if A; contains the identity element of the
group, i.e. idg € Aj. It is obvious that by using a sandwich transformation with g; € A;
fori=1,...,s—1 we can transform « to an equivalent 3 having all (s—1) blocks normalized,
the last block B is in general not normalized.

Let o = [A1,Ag,...,Aq] be a LS for a finite group G. Consider k > 2 blocks Ay, and Aj,
of «. Define B := A‘i,l'A'i.Q ..... Aik = {ail.ai2 ..... Ay, | ai; S Aij,j =1,... ,k}. We call B a
fused block of Ay, ..., Ai,. If we apply fusion operations to the blocks of & we generally
obtain a cover 3 = [By,...,B¢] for a subset of G, where t < s. However, if G is abelian,
then (3 remains a LS for G. Usually 3 may not necessarily be equivalent to o, and we call
B a fused logarithmic signature of x.

3 Algorithms for factorization with respect to TLS

In this section we present two algorithms for factorization with respect to TLS for abelian
groups. One of them shows that TLS are tame.

We first present a generic algorithm for factoring with respect to any TLS « for any group
G (abelian or non-abelian).

Algorithm 1 Generic Algorithm

Input: G: a finite group, o« = [A1,Aq,...,As] a TLS for G constructed from a chain of
subgroups G =Gg > G; >--- > Gs=10f G, g€ G.
Output: a; € Aj such that g=a; ... as.

1: Find a unique element a; € A; such that g1 = al.g_1 € Gy. Find a unique element
ay € Ag such that go = ag.gfl € Gg. Continue this process until Ag. Then we have
g =aj...as as a factorization of g with respect to .

Note that this factorization algorithm requires a complexity of O(Y_;_;|Ail) without
counting the complexity for checking the membership of gi in Gi+1. If G is a permutation
group of degree n, there exist algorithms for solving the membership problem for G in
polynomial time with respect to n by using a strong generating set, see [3]. If G is a
matrix group over a finite field, the membership problem is still not solved for fields of even
characteristic. For odd characteristic, see [1]. Assume that the membership problem would
be solved for G with a polynomial time algorithm in w = [log, |G|]. With the complexity
O(X_;_, IAil), the generic factorization algorithm can only be considered efficient, i.e. « is
factorizable, if O(3_;_; 1Ail) << |GI.

If G is abelian, we can have a factoring algorithm for TLS with a complexity of O(w),
i.e. transversal logarithmic signatures are tame. To be more precise we assume that each
operation involving group operations is counted as a unit, for example, multiplying two
elements in G, computing in quotient groups of G.



Again let o = [Al,AQ, ...,As] be a TLS for G constructed from a chain of subgroups
G=Gyg>Gy > --->Gg =1. Since G is abehan each Gj is a normal subgroup of G.
Therefore we can form the quotient group G = G/Gy for i = 0,. ..,s, where G1) .=
G/Gi ={Gi.g | g € G}. The elements of G are denoted by Q (1), where g q)(i)(g) and
dW : G — G defined by ¢V (g) = Gj.g is the canonical homomorphlsm

For each i =1,...,s define a(t) = [Agl), . ,/_\!i ] with A d)m(A ). Note that the

1

blocks A _111, e ,/f\i” in the quotient group G are v1ewed as blocks of size 1 with the
identity as their unique element. Therefore we ignore them all. For each i =1,...,s define
7; to be the permutation in S, which sorts the elements of A; according to a certain order,
for instance, numerical order. When applying 7; to A for alli =1,...,s we obtain a TLS
p = [B1,Ba,...,Bs]. The factorization with respect to « can obviously be done via  and
7. Precisely, if g = ayj, ... ayj, is a factorization of an element g € G with respect to f3,
then g = Aty Qe (Gy) is a factorization with respect to «, where 71;1 is the inverse
of ;. We now present an algorithm for factoring with respect to a sorted TLS.

Algorithm 2 Factorization with TLS

Input: G: abelian group, & = [A1, As, ..., Ag] asorted TLS for G constructed from a chain
of subgroups G=Gg > G; > --->Gs=10f G, g € G.
Output: a; € Aj such that g=aqa;..... as.

1: Using the chain of quotient groups (_3(3_1) ...,GW the chain of TLS &(s—1), ... &1,
and the chain of elements g(s= ..., g ) we carry out the factorization of g as follows.
First, find a unique element ag ] call) = [;\ )] such that gt = dgl) (note that ;\51)

is identical to the quotlent group G/G1 G,

In the quotient group G) we have &(?) = [/\1 ),A;2)] and the element g(2) has a
factorization Q(Q) = 652].652) with respect to &2), where c‘1§2) corresponds to (_151) in
G, which is already known. So we can compute dém = (df))*l.g@). From the

known factorization of g(?) = d§2).d§2) with respect to &(?) we obtain a factorization of

g3 = al®.al?.al? with respect to &3, where a\®) = (a{*)~1.(a!*)~1.g®® and a{¥,
(_153) are elements in G®) having their images under the canonical homomorphism as
(_152) and dgg) in G respectively. Continuing this process in (s — 1) steps we obtain a
factorization of gs—1) = dgs_l) - dgs__ll) with respect to &5~ in the quotient group

Gls—1), Finally we obtain a factorization of g = a;y ... as_1.as with respect to «, where
as = a;ll ...a;'.g, and ai,...,as 1 are the elements in Ay,...,As 1 (respectively)

giving the corresponding elements ags 1), cee dgs:ll) in Gts—1),

The main complexity of the factorization in step i depends on the search of element d?)

in Agl). This can be done in time of O(log, |A4]), since the elements of A; are sorted. Hence
O(X_;_,logy|Ail) = O(w) is the complexity of Algorithm 2. The only extra operation for
factoring with respect to an unsorted TLS is the application of the inverse permutations
ni_l to the result obtained from a sorted TLS, as discussed above. Moreover, computing
with each 7; can be carried out in unit time. Hence, we obtain the following theorem as a
consequence of Algorithm 2

Theorem 3.1 Any transversal logarithmic signature for a finite abelian group is tame.



Remark 3.2 Algorithm 2 can be applied to a TLS for a non-abelian group if each subgroup
of the chain is normal in the underlying group. In particular, for a Hamiltonian group (a
non-abelian group in which any subgroup is normal) any TLS is tame.

4 Algorithms for factorization with respect to FTLS

In this section we present algorithms for factoring group elements with respect to a fused
transversal logarithmic signature (FTLS) for abelian groups. Let o« = [A1,Ag,...,Ag] be
a transversal logarithmic signature of type (r1,...,71s) for an abelian G. We define the
following transformations on «.

(i) permute the blocks Aji’s,
(ii) permute the elements within blocks Aj,

(iii) replace a block A; with Ajg for some g € G, (as G is abelian, this replacement is
in fact an application of a two side transformation on Aj;, namely h;llAihi = Aig,
where g = hi__ll.hi),

(iv) replace two blocks A; and Aj with a single block Aj. A5 = {xy | x € Aj,y € A;j} (we
call this operation the fusion of A; and Aj;).

A logarithmic signature obtained from a transversal logarithmic signature by applying a
finite number of the transformations (i), (ii), (iii) and (iv) is called a fused transversal
logarithmic signature (FTLS).

Definition 4.1 A subset A of a finite abelian group G is called periodic if there exists an
element g € G\ {1} with gA = A. We call such an element g the period of A.

We refer the reader to [14]| for details concerning periodicity properties for blocks of
logarithmic signatures.

Lemma 4.2 Let p = [B1,Bo,...,Bt] a fused transversal logarithmic signature for an abelian
group G. Then the following holds

(i) At least one block By of B is periodic.

(ii) Let x € By the period of By and let G = G/ < x > be the ‘quotient group of G modulo
the cyclic group < x >. Then the logarithmic signature B = [B1,Ba,...,B¢] induced
from B is a FTLS for G.

Proof. (i) Let o« = [A1,Aq,...,Aq] be a transversal logarithmic signature for G, which is
used to create [3. Here we may assume that all the blocks of both & and 3 are normalized.
Thus the block Aj, which is a normal subgroup of G, is contained in some block B; of 3. It
is a simple observation that each element x € Ay \ {1} is a period of Bj.

The second statement (ii) is obvious. O

Lemma 4.2 can be found in [2]. It is used by Blackburn, Cid and Mullan to prove
that F'TLS for elementary abelian 2-groups are tame. The authors have given a group
argumentation for the proof without showing details. We now show an algorithm for the

factorization with respect to an FTLS for any abelian groups based on the Blackburn-
Cid-Mullan idea and we determine its complexity.



Again let &« = [A1,Ag,...,As] be a transversal logarithmic signature for an abelian G.
Let B = [B1,Bo,...,B¢] be a fused transversal logarithmic signature obtained by applying
a finite number of the transformations (i), (ii), (iii) and (iv) to «. Let g be an element of
G which we want to factorize by using 3. Here we assume that all the blocks Bi’s of 3 are
normalized. The main idea of factoring with respect to an FTLS for elementary abelian 2-
groups as described in [2] is as follows: Find a period x for a certain block of  and transform
B to B in the quotient group G = G/ < x >. Again B is an FTLS for G by Lemma 4.2,
so the process is repeated with B and G until we reach the trivial quotient group, and the
resulting FTLS becomes a trivial logarithmic signature. In this process we also keep track
of the induced elements of g in the quotient groups.

Based on the idea of Blackburn, Cid and Mullan we show the following factoring algorithm
with respect to an FTLS for abelian groups.

Algorithm 3 Factorization with FTLS

Input: G: abelian group, & = [A1, A, ..., Ag] a normalized TLS for G constructed from a
chain of subgroups G = G; > Gy > -+ > Gs11 =1 0of G, § = [By,Bs,...,B] a FTLS
of type (r1,...,7¢) obtained from «, g € G.
Output: b; € B; such that g="by:--by.
1. (a) Find a period x; for a periodic block Bj.

(b) Consider p11) = [Egl),gé_l), . .,Bil)] induced by  in the quotient group G =
G/ < x3 >. (Then p is an FTLS for G by Lemma 4.2. f is of type
(r1,...,Ti—1,7/01,Tit1,.--,Tt), where 81 is the order of x;.)

(c) Define g to be the induced element of g in the quotient group G).

Repeat (a), (b) and (c) for 1), GM) and g(M) to obtain B?), G and g%, where
G? =G/ <%y > and Xy is a period of some block Bj(l). Continuing this process we
eventually obtain a trivial LS B for the trivial group G after a finite number of
steps, say u. Also, the induced element (") € G(*) becomes the identity element.

2: Working backward from B, =1 to 1) we can factorize g with respect to
as follows. Here, we describe one step of the factorization process. First note that
B and B+ have all blocks of the same type except one block pi-1) containing
the period x(*~1) which is used to define p(V) from i1, W.lo.g. we may assume
that this periodic block is the first block Bgi_l) of pli—1) = [Bii_l),lgéi_l), ... ,Eg_l)].
Let p(V) = [Bgl),géﬂ,...,ﬁs)]. Assume by induction that g(t) = Egif)g; 682 is
a known factorization of g(Y) with respect to BV (i.e. Bjm € Bjm, j=1,...,t.

Now g*1) is known as g(!) is known by the induction assumption. Let g(i=1) =

5&:1) .5;;1) e 5&:1) be a factorization of g{i—1) with respect to p1=1). Then we have
Km = jm for m = 2,...,t. Hence the element 6&_11) € Bgi_l) is uniquely determined
by

F(i-1) S (i-1) (m(G-1Dy=—1 F(i—1)y—1
by, =g ).(btjt | (S

In the following we attempt to determine the complexity of Algorithm 3 for elementary
abelian p-groups. To simplify the formula involved we asumme further that r; = r for



i=1,...,tand [A{|=zfori=1,...,s.

Let G be an elementary abelian p-group. Let o = [A1,As,...,As] be a TLS constructed
from a chain of subgroups G = G; > Gg > --- > Ggy1 = 1 of G of type (z,...,z) (ie.
JAil =z for all i =1,...,t). We also assume that r; = for alli =1,...,t. So, we have
rp=p€fori=1,...,t.

One main part of the complexity of the algorithm is the finding of periodic elements in
the process of constructing induced FTLS for the quotient group GU) for each j=1,...,u,
where u is the smallest number such that the quotient group G™) becomes the identity
group.

To start with we have to find a period in a certain block of 3. There are t possible choices
for such a block, say B;i. For an x € By, verifying whether x is a period, i.e. xB; = By,
requires a complexity of O(|Bi|logsy|Bi|). This complexity is composed of computing |Bji]
times multiplications x.bi1,...,x.bi;y and of checking if x.bj; € By. The checking has a
complexity O(log, [Bil), if block Bj is sorted (otherwise it would be of complexity O(|Byl)).
Therefore, we will assume that each block Bj is sorted once. Sorting of Bj has a complexity
of O(|Bi|logy |Bil). For each step of moving to the quotient group the unique block of Bk
whose size is decreased needs also to be sorted (more precisely, if x is a period in Egkfl), the
block ng) of ) in the quotient group G = G*~1)/ < x > is of size IEEk)I = \Bi(k_l)\/p
and we have to sort ng)).

As the computation of pointer elements bi’s in the factorization of g in step 2 is deter-
ministic, we may regard the time spent for this step as being constant and therefore its
complexity will be neglected.

The total number of operations in step 1 comprises the number of operations for finding
periods, denoted by A, and the number of operations for block sorting, denoted by B. Here
we have

A = t((r/p°)loga(r/p®) + (r/p)*loga(r/p) + - + (r/p¢ 1) *loga(r/p 1))
e—1
= t)_(1/p")*loga(r/p")
i=0

t e
= (p*)*logp (p')
g2 ; p*)*logp(p

t e
= (P*)H,
logp2 ;

and
B = t((r/p")loga(r/p®) + (r/p)loga(r/p) + -+ + (r/p€ Hloga(r/p 1))
t o i
- g Pt

By using the formula

i ot = nxnt2 (n+ 1)Xn+1 +x
a (x—1)? ’
i=1



where x # 1, the total number of operations in step 1 amounts to

t e(.p2)6+2 _ (e + 1)(.p2)e+1 +p2 N epe—l—Q _ (e + 1).pe—|—1 +p

A+B =
TP T logp2 (p2—1)2 PESE

Thus A + B can be approximated by

t
O(logp2
~ O(tr’logsr).

A+ B

Q

(p*)°logpp®)

We record the result of the above analysis in the following theorem.

Theorem 4.3 Let G be a finite abelian p-group and let p be an FTLS of type (r1,72,...,7T¢) =
(r,7,...,7) for G obtained from a TLS of type (z1,...,2s) = (z,2,...,2). Then the fac-
torization of an element g € G with respect to  using Algorithm 3 has a complexity of
O(tr’logor).

The complexity as given in Theorem 4.3 shows that if the sizes for r are small, Algorithm
3 could still be considered as “efficient”, but if r is getting large, Algorithm 3 will no longer
be efficient. And because of the term r2 involving in the complexity estimate, Algorithm 3
cannot be used to prove the tameness of FTLS for abelian groups.

In the next section we show that if the information of the transformations used for gener-
ating an F'TLS 3 from a TLS is known, then we can construct a factoring algorithm proving
the tameness of f3.

4.1 Factorization with respect to FTLS by using trapdoor information

Assume that an FTLS 3 for an abelian group G is constructed from a TLS « using the four
transformations (i), (ii), (iii) and (iv) as described at the beginning of the section. To be
more precise, let the TLS o = [A1, Ao, ..., Ag] of type (z1,...,2s) be derived from a chain
of subgroups G =Gg > G; > ---Gg =1 of G.

In general, there is no particular order of using the transformations (i), (ii), (iii) and (iv),
but for the sake of clarity we will generate an FTLS according to the following steps.

(T1) (Fusion) Perform a fusion of the blocks of «. The fusion transformation (iv) will be
done as follows.

— Select a permutation @ € Sg and compute a logarithmic signature &’ from « by
O(/ = [A{, ey Ag] = [Aq)(l)v e vAcp(s)]-

— Select a partition P ={Pq,...,P¢} on the set {1,...,s} with
P1 :{1,...,i1}, P2 :{il'i‘l,...,ig},...,Pt :{1571+1,...,i5} with |P)| :‘LLJ', for
j=1,...s. Fusing the blocks of «’ according to this partition yields a logarithmic
signature B’ := [B{,...,B{] of type (r1,...,1¢) with

I oAl ’ /
B] - Al’.j71+1‘A1’.j,1+2 e Aij’

and 15 = |A{j_l+1|.\Ai’j_l+2\ .. |A{j| forj=1,...,tand ip = 0.
(i.e. each block B{ is obtained by fusing certain consecutive blocks of o’.)



(T2) Select random permutations 7; € Sy, j = 1,...,t. Permute the positions of the
elements of each block Bj’ with permutation ;. Let B” = [B{,...,B{] denote the
resulting logarithmic signature obtained from B’ after this step.

(T3) Select random elements gj € G and replace each block Bj" of B” with B" := Bj”.gj.
The resulting object is a logarithmic signature "/ = [B{”,...,B{"].

(T4) Select a random permutation & € Sy and permute the blocks of 3’ by using &. The
result obtained from this last step is our constructed FTLS B = [By,..., Bl

We call the information about the transformations T1, T2, T3 and T4, which are used to
generate an FTLS B from a TLS «, the trapdoor information.

Proposition 4.4 Let & := [Aq,...,As] be a transversal logarithmic signature for an abelian
group G. Let B’ :=[B1,...,B{] be a fused transversal logarithmic signature for G obtained
from o by using (only) the fusion transformation T1 . Then B’ is equivalent to a logarithmic
signature & obtained from o by permuting its blocks with the permutation used by T1.

Proof. Now suppose that B’ is given. Let o’ = [A],..., Al] be the logarithmic signature
obtained from « by using the permutation @ € Sg for transformation T1, i.e.

(X, = [A{, . ,A;] = [Aq)(l)v . 7A(p(s)]-
Then it is clear that B’ is equivalent to o’. O

As a consequence of Proposition 4.4 we see that instead of factoring with respect to an
FTLS p we can factorize with respect to « by using the knowledge of transformations T1,
T2, T3 and T4. This is presented in the following algorithm.

Algorithm 4 Factorization with FTLS by using trapdoor information

Input: o, @ € Sg, P={Py,...,Py}, ;i €Sy, 91 €G,i=1,...,t, £ €S, and y € G.
Output: x = xql[x2||...||xt, such that y = B(x).

1: Compute y’ =y. ]_[J{:l gi (here, g1,..., gt are elements in § which are used for trans-
formation T3). Write y’ =y{llysll...lly.. Each y] is of [logy(ri)] bit length.

2: Factorize y’ with respect to « by using Algorithm 2. Let denote ji,...,js the indices
obtained by this factorization.

3: Compute jg :j:p—l(e) fort=1,...,s.
4: According to Py = {i1,12,. .., lu.J set x; =i, i, ]| - - - ||jiu€ ford=1,...,t.

5. Compute x; = n[l(xé) and finally compute xg; = Xg—l(m for=1,...,t.

In Algorithm 4 we may assume that performing steps 1, 3, 4, 5 will take a constant
time. Thus the complexity for factoring y with respect to 3 is reduced to the complexity
of factoring y’ with respect to the TLS « in step 2, which is O(w) by Theorem 3.1, where
w = [log, |G|]. Thus we have the following theorem.

Theorem 4.5 Let 3 := [B1,...,Bt] be an FTLS constructed from o TLS «:=[A1,...,As]
for an abelian group G by using the transformations T1, T2, T3 and T4. Then (3 is tame if
the trapdoor information about these transformations is known.
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5 Conclusion

We have presented factorization algorithms and their computational complexities for the
classes of tranversal and fused transversal logarithmic signatures for finite abelian groups.
The results have shown that transversal logarithmic signatures are tame, however, fused
transversal logarithmic signatures are tame when trapdoor information is used. We have
also presented a factorization algorithm for fused transversal logarithmic signatures based on
the idea of Blackburn, Cid and Mullan; the complexity of this algorithm does not prove the
tameness of the fused transversal logarithmic signatures. It is an interesting open problem
to decide whether or not fused transversal logarithmic signatures for abelian groups are tame
without using the trapdoor information.
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