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Abstract

Constant-round protocols are introduced for deciding Graph Isomor-
phism and Hamiltonicity language membership. Protocols achieve neg-
ligible soundness error with Prover challenges chosen from a large finite
field. Graphs are represented with characteristic polynomials.

1 Introduction

Interactive proof systems were introduced [9] for probabilistic verifica-
tion of language membership, including deciding whether a pair of given
graphs are isomorphic [§] or whether a Hamiltonian cycle exists in the
given graph [2]. A number of interactive proof system (protocols) were
designed with challenges chosen unpredictably from a set of two possible
choices. A cheating Prover can guess the right answer with probability
é for such protocols. Parties can run such a protocol K times to reduce
chances of a maybe cheating Prover to 27%. Protocols with challenges
chosen from a large set were introduced for proving knowledge of a discrete
logarithm [I5] and for a root in a group of a hidden order [I1]. Protocols
of this class achieve small probability for a cheating Prover to convince a
honest Verifier.

1.1 Owur contribution

We consider interactive proof systems with challenges chosen from a large
set for deciding validity of statements about graphs. We introduce a
polynomial representation of graphs and re-state deciding isomorphism
and Hamiltonicity as testing properties of polynomials. We introduce
protocols of argument type to decide directed graph isomorphism and
Hamiltonicity. Protocols achieve soundness error exponentially small in
bitsize of group order of the group used to produce commitments and are
honest verifier zero knowledge.

1.2 Related results

A protocol with binary challenges for deciding Graph Isomorphism was
introduced by Goldreich, Micali and Wigderson [§]. Prover chooses an
initial random permutation of vertices of one graph and sends such a
permuted graph to Verifier. Verifier chooses one of two input graphs as
his challenge. Prover responds with isomorphism from his initial random
graph to the graph chosen by Verifier. Any cheating Prover with a pair
of non-isomorphic graphs has at most % probability to show isomorphism



from any graph send as his first message to the graph chosen by Verifier
as his challenge. A honest Prover providing isomorphism from his initial
random graph to just one of input graphs does not open isomorphism
of input graphs by running this protocol. Any Verifier can produce a
transcript which is indistinguishable from this protocol transcript with a
honest Prover.

A protocol with binary challenges for deciding Hamiltonicity was intro-
duced by Blum [2]. Prover chooses an initial permutation of vertices of the
given graph and sends permuted graph. Verifier chooses whether Prover
should show isomorphism from permuted graph to the graph tested, or
show the cycle in the permuted graph.

A protocol with binary challenges for proving knowledge of a logarithm
in discrete group with Prover responses that are polynomials linear in
challenge was introduced by Chaum et al [3]. This protocol was further
extended by Schnorr [I5] to challenges chosen from a large set resulting
in only a negligible error for a single run of protocol.

Polynomial set representation was introduced by Minsky, Trachtenberg
and Zippel [12] in the context of two parties holding almost the same sets
that need to find missing set elements. An alternative set representation
was introduced with a protocol for deciding approximate set matching [6]
and an associated signature scheme tolerating “small” changes to signing
keys that are below a threshold. Polynomial sequence representation was
introduced with a protocol for multiple substring matching [7].

Polynomial identity testing was introduced [16] as a fast probabilistic
method of verifying whether a given polynomial is identically zero. Testing
properties of polynomials without revealing them was developed for a
protocol to decide whether error weight in a damaged codeword of Goppa
code is below a threshold [5]. This technique was also used with protocols
of Neff [I3] and Groth [I0].

2 Preliminaries

We consider polynomials defined over ring of residue classes Z, modulo g,
which is a field for a prime q. We commit to elements of this field with
Pedersen commitment scheme [I4]. We reduce testing language member-
ship to testing properties of polynomials as described in this section.

2.1 Commitment scheme

We say an algorithm has an advantage of producing some data if proba-
bility to output that data is better than guessing. We say a function is
negligible if it is asymptotically smaller than any power of it’s argument.
We say a commitment scheme is a triple of algorithms to generate
parameters of the scheme, produce and open a commitment such that:

1. Any commitment can always be opened with data it was produced
from,;

2. (Binding) For any given commitment, it is hard to find an alternative
data producing the same commitment;

3. (Hiding) There is only a negligible advantage for any polynomial-
time algorithm to output data any given commitment was produced
from.



We use Pedersen commitment scheme [I4] in this paper to commit to
labels assigned to vertices of graphs and to coefficients of polynomials.

Generate algorithm of Pedersen commitment scheme outputs group
description and two group elements g, h. We assume a subgroup of order ¢
of multiplicative group of invertible elements of residue classes modulo p
for prime ¢, p in this paper such that ¢|(p—1). Group operation is product
modulo p. A security parameter is an input to Generate algorithm to
specify how large should be ¢ and p.

Commit algorithm outputs group element

C=g"h" (mod p) (1)

for input data « € Z, and for some r chosen at random from Z,.

Open algorithm outputs a yes/no response depending on whether
holds for given commitment C, input z, random r and parameters g, h, g, p.

Discrete Logarithm Problem should be hard in the group chosen for
binding property to hold, which means p should be at least 1500 bits long
and ¢ should be at least 160 bits long. Any party capable of producing al-
ternative (z’,r’) such that g" b = g*h" can also output log, (9) = -—==.
We assume Verifier generates parameters of the scheme such that Prover
does not know logj,(¢). We introduce a protocol of argument type in this
paper such that a cheating Prover is required to find an alternative data
to open zero commitment g°h° unless Verifier happen to choose a root of
a polynomial as his challenge.

Hiding property of Pedersen commitment scheme is unconditional.
Probability distribution of Commit algorithm output is flat over the group
in case of distribution of r is flat and r is independent of x, which means
zero advantage for any adversary algorithm with maybe unlimited re-
sources.

We omit (mod ¢g) and (mod p) in this paper in case it is clear from
the context. We stress that standard group operation can be extended
to multiplication of a group element by a number, which leads to residue
classes modulo group order in case of a cyclic group, which is a finite field
element in case of a group of prime order.

2.2 Polynomial identity testing

Let f(z) be a nonzero polynomial with coefficients from a finite field Zg.
According to fundamental theorem of algebra, this polynomial has at most
deg(f(z)) roots so there is at most % probability to choose one by

choosing argument value at random from a set S C Z, (Schwartz-Zippel
lemma [16]):

d
Pricen S| f(0) =0 fa) £ 0] < CELED
Probability estimate can also be given for the case of bivariate poly-
nomial.
We introduce protocols in this paper such that Verifier is testing
whether a polynomial chosen by Prover is identically zero.

2.3 Graph isomorphism and Hamiltonicity

We say two directed graphs are isomorphic if a bijection exists from ver-
tices of one graph to vertices of the other such that there is an arc in one



graph between any pair of vertices if, and only if there is an arc between
corresponding vertices in the other graph.

We say an alternating sequence of vertices and arcs A, E, B,...,E, ﬂ, A
such that the first and the last vertex of the sequence are the same and all
other vertices of the graph are listed exactly once is a Hamiltonian cycle.
We also say such a graph is Hamiltonian.

We only consider directed graphs in this paper.

2.4 Interactive proof systems

We say a party that follows a protocol is honest, and we say any or cheating
otherwise. Following [8], we say an interactive proof system (a protocol)
for a language L is an interactive pair of Turing machines with a word x on
common input tape such that Verifier always outputs an Accept/Reject
decision in time polynomial in |z| and completeness and soundness holds.
We require a honest Verifier to always accept for a honest Prover and
x € L, which is zero completeness error. We also require only a negligi-
ble probability for a honest Verifier to accept for any Prover and = ¢ L,
which is negligible soundness error. We say a protocol is zero knowl-
edge if a polynomial-time simulator algorithm exists producing simulated
transcript that is indistinguishable from a transcript of a session with a
Prover in case z € L. Following [I] we say a protocol is special honest ver-
ifier zero knowledge if simulator algorithm accepting Verifier challenge as
input produces simulated transcript that is indistinguishable from tran-
scripts of all sessions with a honest Verifier and with given challenge. We
say a protocol is an argument if soundness only holds on some assumption
like hardness of Discrete Logarithm problem. Both Prover and Verifier
are polynomial time machines for argument protocols. Prover machine
for argument protocol has a private input tape with witness to language
membership (of polynomial size) on it.

2.5 Protocols with algebraic responses

A protocol with binary challenges to prove knowledge of a logarithm in a
group was introduced by Chaum, Evertse, van de Graaf and Peralta [4]. A
variant of this protocol was introduced later [3] such that Prover produces
his response by evaluating a polynomial linear in challenge of Verifier.
It was improved by Schnorr [I5] by choosing challenges from finite field
resulting in only a negligible soundness error in just 3 rounds.

A protocol to prove knowledge of a logarithm in a group is shown on
Figure [I] Common input is group element y, witness is x, challenge is e,
response is a linear polynomial zz + « evaluated at z = e.

Any Prover producing alternative acceptable responses with a non-
negligible probability would break Discrete Logarithm problem.

3 Polynomial representation

We introduce a novel polynomial graph representation in this section. We
also outline polynomial representation of multisets.

3.1 Set representation

Original polynomial representation was introduced in the context of “set
reconciliation” problem of two sets with only a small difference. Consider



Common input: group generator g of a prime order ¢, group element y.
Private input of Prover: x € Z, such that y = g*.

1. Prover chooses some « at random, produces Wy and sends it to Verifier:
«a €ER Lq, Wo=g* (mod p) (2)
2. Verifier chooses and sends a challenge:
€€ER Ly (3)
3. Prover produces and sends a response:
X =ex+a (modyq) (4)

4. Verifier accepts if
gy Wg ' =1 (mod p) (5)

Figure 1: A protocol to prove knowledge of a discrete logarithm

a set S = {s;} of elements of a finite field F,.

Definition 1 (Set characteristic polynomial [12]). Characteristic polyno-

mial of a set S is
f) =] -5

s; €S

3.2 Graph representation

Consider a weighted directed graph I' = (V,E) with arcs @ = HT cE
and vertices v € V. We assign nonzero weights w, € [Fy to vertices of the
graph. We also assign binary flags u, € {0,1} to arcs of the graph.

Definition 2 (Characteristic polynomial). Let {w,,v € V} be a set of
labels assigned to vertices of a labelled directed graph T' = (V, E) and let
m = |V|. We say a map from a set of field elements to ring of bivariate
polynomials with coefficients from Z, is graph characteristic polynomial
of the graph I':

fo: 7} — FlZ2]

fo(@,y,T) = [ (1 +2bu +ybr) (6)
HTEE

We observe that labels w, is witness of Prover such that he can effi-
ciently test language membership and that Verifier has no access to wit-
ness while running a protocol. We also observe that Verifier has access to
Prover responses and that witness is “included” in Prover response of
Chaum-Evertse-vdGraaf protocol.

Definition 3 (Verification polynomial). Let {w,,v € T'} be a set of
labels assigned to vertices of a directed graph I' from Definition Let
{6.(2),v € T'} be a set of univariate linear polynomials over Z, defined




with labels {w,,v € T'} and some {av,v € I'} chosen by Prover while
running a protocol shown on Figur

0,(2) = zwy + aw

We say a map from a set of pairs {(w,, @), v € V} of field elements to ring
of polynomials with coefficients from Z, is graph verification polynomial:

fvi (29" — FlZg]

fr(z,y,2,0) = [ (2+2Bu(2) +yBr(2))
HT€EE

It is clear that fv () is a polynomial of power exactly |V| in z and
that the top coefficient (in z) of verification polynomial is characteristic
polynomial. We let Verifier test properties of characteristic polynomial
by testing verification polynomial with our protocols. It is clear that
Verifier can directly evaluate graph verification polynomial with responses
of Prover at some point z = e chosen as a challenge.

We observe that Verifier needs to test properties of a subgraph which is
a Hamiltonian cycle, and such a subgraph is the witness to Hamiltonicity
language membership. We assign ’1’ flags to arcs of the subgraph and ’'0’
flags to the rest of arcs of the graph. We commit to flags with Pedersen
scheme and prove knowledge of flags with protocol shown of FigurdT}

Definition 4 (Marking polynomial). Let {®.(2'),a € E} be a set of
univariate linear polynomials over Zq defined with binary flags {uq,a € E}
and some {f,,a € E} chosen by Prover while running a protocol shown

on FigurdT}
O,(2") = 2'ua + Ba

Let n = |E| and {©,(z),v € T'} be a set of polynomials from Definition [3]
We say a map from {(uq,Ba),a € E} X {(wy,as),v € V} to ring of
polynomials with coefficients from Z, is graph marking polynomial:

P (10,1} X Zg)" X (Z)™ — FIZq]
fﬂf(‘rv Y, 2, zlv F) = H (Z/Z + (bﬂ(zl)(mBH(z) + yBT(Z)))

—_
a=HTcE

It is clear that fas() is a polynomial of power exactly |V|in 2’ and that
the top coefficient (in z’) of marking polynomial of a graph is verification
polynomial of the subgraph defined with ’1’ flags.

In the following we may omit reminders for vertices and arcs while
referring to a set of labels assigned to all vertices of the graph or to a set
of flags assigned to all arcs.

4 Fixed-round protocols for graphs

4.1 Deciding Graph Isomorphism

Consider a case of two graphs with distinct labels assigned to vertices.



Theorem 1. Let TV = (V' E’) be a labelled directed graph with pairwise
distinct nonzero labels from Zq for a prime ¢ and letT' = (V, E) be another
labelled directed graph such that [V'| = |V| and |E'| = |E|. Then T and
I’ are isomorphic if, and only if T' admits a label assignment such that
characteristic polynomials are the same:

folz,y,T) — fo(x,y, T') =0

Proof. Let T',T' be two isomorphic directed labelled graphs with nonzero
pairwise distinct labels {b,/,v" € V'} assigned to I''. Assign the same la-
bels {w,,v € I'} according to vertex mapping defined by isomorphism.

Then for any arc H'T' € E’ there is a multiplier (1 + xzbys + ybr)
in fo(z,y,T'). Since graphs are isomorphic, there is (1 + zby + ybr)
multiplier in feo(z,y,T') if, and only if the same multiplier is there in
fo(z,y,T’). Tt follows characteristic polynomials of isomorphic graphs
are the same.

For the other way, consider a set of all bivariate polynomials of the
form @ with nonzero pairwise distinct labels w,, which is a subset of
the ring of polynomials F[ZZ] over the field. Observe that this set is
unique factorization domain. It follows there is the only acceptable label
assignment for graph I' and this assignment defines a bijection between
vertices of graphs, such that graphs are isomorphic. O

Verifier assigns arbitrary non-zero labels to vertices of T such that
labels assigned to any two different vertices are not the same. Prover
assigns labels to vertices of I' to be the same as labels assigned to cor-
responding vertices of I’ according to isomorphism, commits to labels
of I' with Pedersen scheme before starting the protocol. Prover shows
his knowledge of labels of I' committed and assists Verifier testing that
characteristic polynomials of given graphs are the same. Verifier test it
at some point (zc,y.) chosen at random as a challenge. Verifier do it by
evaluating verification polynomial at z = e chosen as another challenge
and testing whether top coefficient (in z) of verification polynomial is as
expected. Protocol is shown on Figure [2| simulator is shown on Figure

4.2 Deciding Hamiltonicity

Consider a case of a directed graph I'" with a Hamiltonian cycle. Let o
be a generator of a cyclic multiplicative group of order m. Such a ¢ can
be selected by choosing some nonzero o’ at random from Z,, producing
o=o'' (mod ¢q) and testing o # 1.

Theorem 2. Let IV = (V,E') be a labelled directed graph with |E'| =
V| =m for a prime m such that m|(q — 1) and let o € Zq be a generator
of a multiplicative group of order m in Zq. Then T’ is Hamiltonian cycle if,
and only if it admits label assignment such that characteristic polynomial
18

m—1

fo(,y,T) = [] (0 + 20? +yo'™) (7)

j=0

Proof. Let T = (V,E’) be a subgraph of a directed labelled graph T' =
(V,E) such that E’ is the set of arcs of the cycle. Let o be a generator
as described. Enumerate vertices along the cycle: wvo,v1,...,0m—1,v0.



Assign labels to vertices along the cycle: {¢? (mod ¢),j =0...m — 1}.
It follows graph characteristic polynomial is .

For the other way, all labels of the form ¢ are nonzero and pair-
wise distinct along the cycle except the first and the last: 0 = o™ = 1.
From unique factorization of graph characteristic polynomial into linear
polynomials of the form (1 +zo? +yo? 1) it follows the only label assign-
ment exists that gives characteristic polynomial of the form , and this
assignment defines the cycle. O

Verifier tests that characteristic polynomial of some subgraph I'’ of the
given graph I' is with our protocol. Verifier evaluates graph marking
polynomial at some z’ = t chosen as third challenge and tests that top
coefficient (in z’) is as expected. In particular, top coefficient (in z) is
evaluated at (z¢,y.) chosen as first challenge. Prover assigns labels and
flags and commits to them before running the protocol. Prover shows
his knowledge of flags and labels committed such that Verifier can use
responses to evaluate marking polynomial.

Protocol is shown on Figure |3} simulator is shown on Figure

4.3 Properties of protocols

It can be checked that protocols shown on Figure [2| and on Figure [3| have
zero completeness error.

Theorem 3. Protocol shown on Figure is an argument on assumption
of hardness of Discrete Logarithm problem.

Proof. Consider a honest Verifier running a protocol with a cheating
Prover and non-isomorphic graphs as common input. Let {w,,v € T'}
be some assignment of labels committed to by Prover. From Theorem
it follows that for any such an assignment

f1(x,y) = fc($7y7r) - fc(xvzhr/) -_/'_é 0

From Schwartz-Zippel lemma it follows that there is at mos . proba-
bility for Verifier to choose his challenge (z., y.) that is a root of fi(x,y).
Let fi(ze,yc) # 0. Then for any {(x,k =0...n — 1} chosen by Prover it
holds that

t 2n

n—1
fQ(Z) = fV(mCayCazvr) - anc(xmymrl) - Z Zka §—é 0
k=0

From Schwartz-Zippel lemma it follows that there is at most * probability
for Verifier to choose his second challenge z = e that is a root of f2(z).
Now if fa(e) # 0 then such a Prover can also produce a logarithm from
his responses: ) X
U+ Zz;o Tk€
lOgh (g) f2 (6)
It follows probability for Verifier to accept is at most 37”7 which is negligible

in security parameter, on assumption that Discrete Logarithm problem is
hard for Prover. O

Theorem 4. Protocol shown on Figure@ is an argument on assumption
of hardness of Discrete Logarithm problem.



Proof. Consider a honest Verifier running a protocol with a cheating
Prover with a graph I' = (V, E) as common input such that no Hamilto-
nian cycle exists in I'. Let {w,,v € V} and {uq,a € E} be any assignment
of labels and flags chosen by Prover. From Theorem [2|it follows that for
any such an assignment and for any subgraph I'' = (V,E’) such that
|E’| = |V] it holds that

m—1

filz,y) = fo(z,y, T') — H (14207 +yo ) £0
i=o

From Schwartz-Zippel lemma, it follows that there is at most 2% proba-

bility for Verifier to choose his challenge (z., y.) that is a root of fi(z,y).
Let fi(zc,yc) # 0. Then for any {(x,k =0...n — 1} chosen by Prover it
holds that

m—1 n—1
F2(2) = Far(@e, e, 2, ) = 2" T] (L 20?4+ yeo™) = 37 25 20
k=

Jj=0

From Schwartz-Zippel lemma it follows that there is at most % probability
for Verifier to choose his second challenge z = s that is a root of fo(z).
Let f2(s) # 0. Then for any set of binary flags {ua,a € T'}, for any set
of labels {w,,v € V} and for any set of coeffifients {d;,i = 0...n — 1}
chosen by Prover it holds that

n—1

f3(zl) = fM(xCayCaSaZ/7I‘) - (zl)nfé(s) - Z(Z/)Zdl i—é 0

=0

From Schwartz-Zippel lemma it follows that there is at most % probability
for Verifier to choose his third challenge 2’ = ¢ that is a root of f3(z’).
Let f3(t) # 0. Then such a Prover can also produce a logarithm from his
responses:

Wy ;
log, (9) = SR AD ofgév‘; +Zz o Mit

Let uq ¢ {0,1} for some a € V(T'). Then for any (74, pa) chosen by Prover
it holds that

Ea(2) = @ (2")(@a(2)) — 2') — 2'70 — pa Z0

From Schwartz-Zippel lemma it follows that there is at most % probability
for Verifier to choose his challenge 2’ = ¢ that is a root of Z,(z"). Let
Za(t) # 0. Then such a Prover can also produce a logarithm from his
responses:
_Aa + tXu, + Aa
log,,(9) = =0

—a
It follows optimal strategy for any Prover is to cheat at maximizing
probability for a honest Verifier to accept. It also follows probability for
a honest Verifier to accept is at most 47", which is negligible in security
parameter, on assumption that Discrete Logarithm problem is hard for
Prover. O

Simulated transcripts produced by algorithms shown on Figure E| and
on Figure [§] have flat distribution. It follows protocols shown on Figure [2]
and on Figure [3] are special honest verifier perfect zero knowledge.



5 Discussion

Protocol for deciding Hamiltonicity depends on label assignment such
that labels are elements of a multiplicative group of a prime order. This
protocol is only suitable for graphs with a prime number of vertices.

6 Remarks

Protocols described in this paper were presented at the 9th Central Euro-
pean Conference on Cryptography. Preliminary results were presented at
the 7th “Mathematics and Security of Information Technologies” confer-
ence. Research on protocols for decision problems with sets was started
while visiting National University of Singapore.
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Common input: graphs I', TV group description and elements p, ¢, g, h, a set of
pairwise distinct nonzero labels {w,} assigned to vertices of graph I".
Let |E(T)| = |E(IV)| = n.
Input of Prover: labels {w, } assigned to vertices of graph I' according to graph
isomorphism.
1. Prover chooses {r,}, {a,}, {7} at random from Z,, produces and sends
{Wo}, {Ru }:

W, =g"h™,  R,=g™ " (modp)

2. Verifier chooses (z.,¥y.) at random from Z, and sends it to Prover

3. Prover chooses {n;} at random from Z,, produces {(x,k = 0...n},
{My,k=0...n—1}, sends {My}:

n
I G+aczwn +an)+yelzwr + o) = > "G, My = g*h™
HTEeE(T) k=0

4. Verifier chooses e at random from Z, and sends it to Prover
5. Prover produces and sends {©,}, {2}, ¥:

n—1
O, = ew, + au, Qy =ery + 7 U= Z nkek (mOd q)
k=0

6. Verifier produces

F= ] (e+@®On+uOr)—e¢ [[ O+ @wn+yewr))
HTEE(T) HTeET)

Verifier accepts if

9o R W, R =1 (mod p) 9)

n—1
g"'nY H Mk_ek =1 (mod p) (10)
k=0

Figure 2: An argument for Graph Isomorphism
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Common input: graph T', group descriptions and elements p, q, g, h, 0.

Let n = |E(T")|, m = |V(T)| such that m is prime, m|(q—1), o A1 (mod gq).
Input of Prover: labels w, = o7 with j increasing along the cycle and flags
ug € {0,1} such that u, = 1 for arcs of the cycle, u, = 0 for all other arcs.

1. Prover chooses {r,}, {da}, {av}, {Ba}, {W}, {ma} at random from Z,,
produces and sends {W, }, {U,}, {R.}, {Q.}:

W, =g""h™, Uy =g"h®, R,=g"h", Qu=g"h™ (modp)

2. Verifier chooses (z.,y.) at random from Z, and sends it to Prover

3. Prover chooses {ny}, produces {Cx,k =0...n}, {Mg,k=0...n—1}, sends
{M.}:

I[I G+zczwn +an)+yelzwr + ar)) = > "G, M, = g*h™
HTeE(T) k=0

4. Verifier chooses s at random from Z, and sends it to Prover

5. Prover chooses {1t; }, {Xa}, {\e} at random from Z,, produces {0, }, {Q,},
{di,i=0...n}, {D;,;i=0...n—1}, {1a}, {pa}, {Nu}, {E.}, sends {O,},
{Qv}v {Dz}a {Na}a {Ea}:

@U = sw, + Qy, Qv = 8Ty + Yo (mOd q)
(Zlua + ﬁa)(z/(ua - 1) + ﬂa) = Tazl + Pas N, = gTatha E, = gpah/\a

n

H (ZIS + (Z/ua + 6&)(ICGH + yc@T)) = Z(Zl)ldu Dz = gdi ht

a=HTEE(T) =0

6. Verifier chooses ¢ at random from Z, and sends it to Prover
7. Prover produces and sends {®,}, {As}, {As}, Tt

b, =tu, + Ba, Ay =1t0q+ 70, Ao =1txa+ s (mod q)
*t"chs +Z/’L1 (mod q)

8. Verifier produces

m—1
F= H (ts+ Po (2.0 + y.Or)) — t"s" H (1+ 2007 4 y.0ith)
a=HT€eE(T) J=0

(11)
Verifier accepts if

gO R W R (mod p), gq’ahAaU;thl =1 (modp) (12)
g<I>a( a*t)hAaN*tEfl = (mod p) (13)

n—1 /n 1
v (H Mk_sk> H D_tl =1 (mod p) (14)
k=0
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Figure 3: An argument for Hamiltonicity




Input is graphs I', IV, challenges x.,y., e € Zq, group description and elements

P, 4,9, h.
Let n = |E(T)|.

1. Verifier chooses {©,},{Q,}, ¥ at random from Z;
2. Verifier chooses random group elements: {W,},{M;,k=1...n—1};
3. Verifier produces
R, = ¢ h® W, ¢ (mod p)
F= H (e+ (z.On +y.Or)) — €™ H (14 (zewp + yewr))

HTeE(T) H'T'eE(T)
n—1
k
Mongh‘I’l_[M,;e (mod p)
k=1

Simulated transcript is {Wv}a {Rv}v ({L‘a yc)> {Mk}7 6, {@v}7 {Qv}> .

Figure 4: Simulator for Graph Isomorphism protocol

Input is graph I, challenges x.,y.,s,t € Z4, group descriptions and elements

p:q,9,h,o.
Let n = |E(T")|,m = |V(T)| such that m|(q — 1).

1. Verifier chooses at random from Z, for each vertex v and arc a
{0}, {20}, {®a}, {Au} {Aa}, ¥
2. Verifier chooses random group elements
Wb AU}, {No}, {My,k=0...n—1},{D;;i=1...n—1}
3. Verifier produces

R, = ¢ h® W, (mod p)
Qo =g h?U;"  (mod p)
E, = g(b”'(q)“_t)hA“Na_t (mod p)

m—1
F= [ (ts+®u(xOn +y:Or)) —t"s" [ (1 + ze0? + yeo? )
a=HT€eE(T) J=0
n—1 o
Dy = g"'n" (H Mksk> HD;ti (mod p)
k=0 i=1

Simulated transcript is {W,}, {Ua}, {Ro}, {Qa}s (Zey ye)s {Mi}, 8, {04}, {Q0},
{Di}’ {Na}a {Ea}v t’ {q)a}’ {Aa}’ {Aa}’ .

Figure 5: Simulator for Hamiltonicity protocol
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