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Abstract It is well known that almost all subset sum problems with density less than 0.9408 - - - can
be solved in polynomial time with an SVP oracle that can find a shortest vector in a special lattice. In
this paper, the authors show that a similar result holds for the k-multiple subset sum problem which
has k subset sum problems with exactly the same solution. Specially, for the single subset sum problem
(k = 1), a modified lattice is introduced to make the proposed analysis much simpler and the bound for
the success probability tighter than before. Moreover, some extended versions of the multiple subset

sum problem are also considered.
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1 Introduction

The subset sum problem (or knapsack problem), which is well known to be NP-hard[!,
refers to the question of finding variables (z1, 22, - ,2,) € {0,1}", given positive integers

ai,as,--- ,a, and s, such that
n
E Tia; = S,
i=1

if there exist. These a;’s are called the weights of the subset sum problem, and the density of

the problem is defined as
n

- log, (max; a;)
In terms of public-key cryptosystems, the density d is an approximate measure of the informa-

tion rate at which bits are transmitted, namely

number of bits in plaintext message
average number of bits in ciphertext message’
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SOLVING LOW-DENSITY MULTIPLE SSP WITH SVP ORACLE 229

Lattices are discrete additive subgroups in R™. Finding the shortest nonzero vector in a
given lattice is one of the most famous problem for lattices, which is well known as SVP.
The algorithms, such as [2-4], which aims to solve the SVP have been employed widely in
cryptography and computational number theory (see [2, 5] for some examples). In respect of
the subset sum problem, Lagarias and Odlyzkol® first considered how to solve it with an SVP
oracle, which takes as input a lattice and outputs one of its shortest vectors in unit time. They
showed that almost all the subset sum problems with density less than 0.6463--- would be
solved in polynomial time with a single call to an SVP oracle. The bound was improved to
0.9408 - - - later by Coster, et al.[7].

There are also some extended versions of the subset sum problem in consideration. For
example, the variables z;’s may be in {—1,0,1} instead of {0,1}, or the weights are allowed
to be negative, or a modulus is involved. Li and Mal®! considered an extended version of the
subset sum problem where the variables are in {—1,0,1} and the weights are allowed to be
negative. They gave the upper bound d < 0.488 - - - for those problems that can be solved with
an SVP oracle with very high probability. Furthermore, Wang, et al.[! showed the same bound
d < 0.488 --- holds for the extended modular subset sum problems.

In this paper, we consider solving the low-density multiple subset sum problem with an
SVP oracle. A multiple subset sum problem refers to the question of finding the solution that
satisfies several subset sum problems simultaneously. The number of these subset sum problems
involved is called its multiplicity. For simplicity, we denote by k-multiple subset sum problem
a multiple subset sum problem of multiplicity k. Similarly, the density of a k-multiple subset

sum problem is defined as
n

d= k-logy A’
where A is the maximum of the weights appearing in the subset sum problems. Notice that
when k£ = 1, the definition agrees with the one of the original single subset sum problem.

To our best knowledge, Liu, et al.['% showed how to solve the k-multiple subset sum problem
with an SVP oracle by transforming it into a new single subset sum problem, whose density is
approximately equal to the density of the multiple subset sum problem we have defined. They
obtained the bound d < 0.9408 - -- by employing the known result[”! for the new single subset
sum problem. However, just a heuristic explanation, but not a rigorous proof, was given in [10].
Furthermore, it seems hard to apply their method for the extended versions of the multiple
subset sum problem.

In this paper, we rigorously prove that almost all the k-multiple subset sum problem with
density less than 0.9408 --- would be solved in polynomial time with a single call to an SVP
oracle. Moreover, we generalize it to some extended versions of the problem. Specially, when
k =1, the results agree with those for single subset sum problems. A modified lattice involved
in our proof makes the analysis much simpler than before, and makes the bound for the success
probability a little tighter.

The subset sum problem has many applications in cryptography, such as in the construction
of the Merkle-Hellman cryptosystem!**). However, nearly all proposed cryptosystems based on
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subset sum problem have been broken (see [12]). Some attacks are due to the use of the
low-density subset sum problems!® 7, since in practice an SVP oracle can be stimulated well

s24 in some cases. However, the subset sum problem with higher

by some efficient algorithm
density, such as one, have not been solved efficiently by now even with the help of an SVP oracle.
Hence, suppose there is a cryptosystem encrypting the message (z1,22,- - ,2,) € {0,1}" to
the subset sum s = Y " | ;a;, where the public weights a;’s have density one. Then it seems
we can not break it even with the help of an SVP oracle. However, a broadcast attack against
it can be easily obtained by our results in this paper. The broadcast attack against public key
cryptosystems was first proposed by Hastad™®! in 1988, which enables an attacker to recover
the single message sent by the single sender to multiple recipients who use the same type of
cryptosystem but have different public keys, without requiring any knowledge of the recipients’
private keys. Obviously, a broadcast attack against the cryptosystem based on high-density
subset sum problem is to solve the corresponding k-multiple subset sum problem, where k is
the number of the recipients. According to the definition of the density of k-multiple subset
sum problem, we know that although the density of every single subset sum problem may be
high, the density of k-multiple subset sum problem decreases as the number of the recipients
k increases when A is fixed. By our result, if a message is sent to recipients many enough
such that the corresponding density is less than 0.9408---, the message can be recovered in
polynomial time with a single call to an SVP oracle.

Roadmap The remainder of the paper is organized as follows. In Section 2, we give some
preliminaries needed. We show how to solve the low-density multiple subset sum problem with
an SVP oracle in Section 3, and present some strategies to solve the corresponding SVP in

practice in Section 4. Finally, a short conclusion is given in Section 5.

2 Preliminaries

We denote by Z the integer ring, by Q the rational number field and by R the real number
field. We use bold letters to denote vectors, in row notation. If v is a vector, then we denote
by v; the i-th component of v. Let || - || and (-,-) be the Euclidean norm and inner product of
R"™, respectively.

We also use the big Omega notation and little oh notation. More precisely, by f(n) =
2(g(n)) we mean there exist k > 0 and positive integers ng, s.t. f(n) > k- g(n) for any n > ng
and by f(n) = o(g(n)) we mean that for any k& > 0, there exists a positive integer ng, s.t.
fn) <k-g(n) for any n > nyg.

2.1 Lattice

Let B = {by,ba, - ,b,} C R™ be a set of n linearly independent vectors. The lattice £
generated by B is defined as

L(B) = {éxibi La € Z}.
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SOLVING LOW-DENSITY MULTIPLE SSP WITH SVP ORACLE 231

We call B the basis of the lattice and n its dimension. Finding a non-zero shortest vector of a
lattice £ is called the shortest vector problem (SVP).

2.2 The Number of Integer Points in B, (r)
We denote by By, (1) the ball centered at the origin with radius r and by N(n,7?) the number

of integer points in B,,(r), i.e.,

N(n,r?) = Hz EZ"ZZZ? §r2H.
i=1

By the techniques of Mazo and Odlyzko!™, it can be shown that:
1) N(n, §) <297 ¢y = 1.54725 - - - (see [6]),
2) N(n,’)) <297% ¢; = 1.0628 - - - (see [7]),
3) N(n,n) < 292" ¢y = 2.047- - (see [8]).

2.3 Solving Low-Density Subset Sum Problems with SVP Oracle

Given positive integer A, consider the random subset sum problem defined by (a1, ag,- - , ay)
and s, where integer a; is chosen independently uniformly randomly from (0, A] and s =
Yo, e;a;, with any non-zero vector e = (e, ez, ,e,) € {0,1}". Recall that the density

of the subset sum problem is
n

- logy A

Coster, et al. [7l designed a polynomial time algorithm to solve the random subset sum problem

d

above with a single call to an SVP oracle and showed that the failure probability of the algorithm

cin

P < n(4nyn+ 1)2A . (1)

Notice that if the density d is less than 611 (~0.9408---), P = 25,1(,” can be as small as possible
when n is large enough. Hence, with probability 1 — P, which is exponentially close to one, the
random subset sum problem can be solved with an SVP oracle.

Li and Mal® considered another version of the random subset sum problem that extends
the variables range from {0,1} to {—1,0,1} and allows the weight to be negative. They also
estimated the upper bound of the corresponding failure probability P and got

262m 2
2At)A1—t + A’ 2)
where 0 < t < 1. Similarly, if d < 0.488---, P would be exponentially small.

P <n(n+

The extended modular subset sum problem refers to the question of finding variables

(21,29, -+ ,x,) € {—1,0,1}", given positive integers a1, as, - ,a,, q and s, such that

Z a;x; = s(mod q),
i=1
where a;’s are uniformly randomly chosen from [0, ¢ — 1]. The density of the extended modular

subset sum is defined by
n

N logy g
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232 PAN YANBIN . ZHANG FENG

Wang, et al.[%! showed the corresponding failure probability P satisfies
202(n+1)
P< . n(2n + 3)?, (3)

and if d < 0.488, then the successful probability is exponentially close to one.

3 Solving Low-Density Multiple SSP with SVP Oracle

In this section, we will consider the multiple subset sum problem (multiple SSP) and the
corresponding multiple modular subset sum problem (multiple MSSP).

3.1 The Multiple Subset Sum Problem and Its Extended Versions

Given a positive integer A, the multiple subset sum problem refers to the question of recov-
ering (x1, 22, -+ ,zn) € {0,1}" from a;; (1 < j < k,1 <1i < n) and s1,s2,- -, S, where a;;’s
are uniformly independently randomly chosen from the set of integers between 1 and A, and
S1,82,- - , Sk satisfy

g a2,iT; = S2,

n
E Ak Ty = Sk-
i=1

The density of the multiple subset sum problem is defined as
n

d= .
k-logy, A

Similarly, given a positive integer ¢, the multiple modular subset sum problem is to find
(1,22, - ,xn) € {0,1}" from aj; (1 < j < k,1 < i < n) and s1,s2,---, Sk, where aj;’s
are uniformly independently randomly chosen from the set of integers between 1 and ¢ — 1 and
S1,82,- - , Sk satisfy

n
Zauxi = 51 (mod q),
i=1

n
Zalixi = $9 (mod q),
i=1

n
Z ak,;x; = s (mod gq).
i=1

The density of the multiple modular subset sum problem is defined as

o n
~ k-logyq’
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SOLVING LOW-DENSITY MULTIPLE SSP WITH SVP ORACLE 233

Notice that when k = 1, both of the definitions above are in accordance with those for the
single subset sum problems respectively.
3.2 Solving Low-Density Multiple Subset Sum Problems with SVP Oracle

We give the main result for the multiple subset sum problem first.

Theorem 3.1 Given positive integer A, let aj; (1 < j < k,1 < i < n) be independently

uniformly random integers between 1 and A, e = (e1, ez, ,e,) be arbitrary non-zero vector in
{0,1}" and s; = Y"1 | ajie; (j =1,2,--- k). If the density d < 0.9408 - -, then with probability
1- QQl(n) , the multiple subset sum problem defined by aj;’s and s1,52,--- , s, can be solved in

polynomial time with a single call to an SVP oracle.

Proof Define vectors by, by, - -+, b,, b,41 as follows:

bl = (1707 70707Na1,17Na2,17“' 7Nak,1)7
b2 - (0,1,-~' ,0,0,NCLLQ,NCLQ,Q,"' ,Nakg),

b, = (0707 71a07Na1,n7Na2,n7"' 7Nak‘7n)7

bn+1 = (5757 7;7;7N317 Nsg, --- ; Nsk)v
where N is an integer greater than \/ "Il.
Let £ be the lattice generated by by, b, -+ , by, by41. Then it can be concluded easily that
e=(e; — %,eg - ;, ,en — %,—;,O,-~- ,0) is in L. Notice that ||e|| = \/”11.

Let X = {v € L|0 < |lv|]| < |le||,v € {0,e,—e}}. If X = (), then e, —e are the only two
non-zero shortest lattice vectors of £. So the SVP oracle will output either e or —e when
queried with £, and we can then recover e. Next we will show that the probability of X = ) is
exponentially close to one.

We first estimate the value of Pr[X # ()]. Since N > \/"11 and |le|| = \/"Il, we have
Up42 = Upyg = -+ = Upy14+k = 0 for any v € X. Suppose that v = Zf:ll z;b; € X, then we

can express v; in term of z; in the following way

Ui:$i+2xn+1, i:1,2,"',7’l,

Un4+1 = 2xn+17

Un+1+j=N' <Zajixi+xn+18j) =0, j=1,2,--- Kk,
i=1

which implies that
Zaﬁ(vi — Vpt1) + 20418, =0, j=1,2,-- k.
i=1

Let ¥ = (v1,v2, -+ ,Unt1) be a truncation of v. For simplicity, we denote by D the following

@ Springer



234 PAN YANBIN . ZHANG FENG

set
n+1 n+1 1 . 1
weEZ |E|(x1,x2,---  Tnt1) EZL s.t. wi:xi+2xn+1(2:1,2,--- JN), Whtp1 = 2xn+1 .
Then

Pr[X #0] <Pr [Elf; €D, st. 0< ||v]| < |lell,v €{0,e,—e},
Zaji(vi — ’l)n+1) + 2’Un+18j =0,7=1,2,--- ,k:|
i—nl
= Pr[za’ji(vi - U"+1) + 2Un+13j = 07.] = 172a te 7kav ¢ {0,6, _6}:|
=1

~ PN n+1
{sepiai<ier-" 7'}

For the second factor of the above expression, notice that for every v € D,
1) if the corresponding x,.1 is odd, then ||o| > \/”+1 which implies ||v]| = \/"“.

4 4
Moreover, |v;| = J (i =1,2,--+ ,n+1) and then 41 = £1. It can be easily concluded that for
either 2,41 = 1 or x,41 = —1, there are exactly 2™ vectors (z1,xa, - ,2,) € Z™ s.t. |v;| = %
(i=1,2,---,n);

2) if the corresponding z,,+1 is even, the second factor is exactly the number of the integer

n—o—l).

points in Bn11(y/ ")

Finally, we have

{oemiaisien=y" Y =w(nrn ")) o comomnn,

Next we consider the first factor. For j = 1,2,--- ,k, since s; = Y .| ajie;, we rewrite
Z?:l aﬁ(vi — Un+1) + 2Un+13j =0as
n
Zaﬁzi =0, where z; = v; — Up+1 + 20n416; = T; + Tpt16;.
i=1
We claim that there must exist ¢,1 <t < n, such that z; # 0. Otherwise, v; = v,41(1 — 2¢;) =
+vp,11, since ¢; € {0,1} for i = 1,2,--- ,n. Thus, ||9| = Vn + l|vus1| = \/’;+1|xn+1| since
Upi1 = %xn_i,_l. By the fact ¥ € X, we know that

Vn+1
2 )

vn+1

I8l ="

|Tn1] <

which implies that |z,41| < 1. Since 2,41 € Z, x,+1 takes value only —1,0, or 1, corresponding
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SOLVING LOW-DENSITY MULTIPLE SSP WITH SVP ORACLE 235
to © = e, 0, or —e respectively, which contradicts to the definition of X. Thus,
r n
Pr Zaﬁ(vi — Un+1) + 2Un+18j = 0,] = 1, e ,k‘,’U §_Z {0, e, —6}
i=1

< Pr Zaﬁzizo,jzl,z---,k}
-i=1

i T.l_ L Qi %
:PI- ajt:_zl—lﬂﬁét J 7j:l727...7k:|

L 2t

k n
1 iy Gfi%i
_ H Pr |:6th _ _Zl_l,z;ﬁt J :|
j=1 *
< 1
= Ak .
Thus,
gcin
Pr[X # 0] < A 2e1+L, (4)

Ifd < cll = 0.9408 - - -, it can be easily concluded that the probability of the event X is not
empty is 2ﬂl(n). Hence the theorem follows.

Remark 3.2 Notice that for £ = 1, it turns out to be the single subset sum problem.
The analysis is much simpler than before and the upper bound (4) is also a little tighter than
the previous result (1).

If we extend the variables range from {0, 1} to {—1,0, 1}, and allow the weight to be negative,
we can investigate the lattice £ generated by by, b, - - ,bn,gnﬂ where b;’s (i = 1,2,--- ,n)
are exactly the same to those in the proof of Theorem 3.1, and

bnt1=(0,0,---,0,1, Nsy, Nso, ---, Nsg),
where N is an integer greater than /n + 1.
Notice that there is a vector e = (e1, €2, ,€p,1,0,---,0) € L with length \/n + 1. Simi-
larly, we can define X = {v € L|0 < ||v]| < |le|,v & {0, e, —e}} and get

9can

PrX #£0]< ), 2. (5)

Thus, a similar result holds for d < cl2 = 0.488---. Notice that for k£ = 1, the analysis is much
simpler than before and the upper bound (5) is better than the previous result (2).

3.3 Solving the Multiple Modular Subset Sum Problems with SVP Oracle

For the multiple modular subset sum problems, we have

Theorem 3.3 Given a positive integer q which is greater than \/"Il, letaj; (1 <j <
k,1 <i <mn) be independently uniformly random integers between 1 and g—1, e = (e1, ea,- - €,)
be arbitrary non-zero vector in {0,1}", and s; = Y aje;(mod q), (j =1,2,--- k), then with
probability greater than 1 — 22? 2¢1((n + 1)y/n + 1)¥, the multiple modular subset sum problem

defined by aj;’s and s1, 52, -+ , s can be solved in polynomial time with a single call to an SVP
oracle.
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236 PAN YANBIN . ZHANG FENG

Proof The proof is similar to the one of Theorem 3.1. Define the vectors as follows:

b/l = (1707 7OaO7Na1,17Na2,17"' aNak,1)7
by, =(0,1,---,0,0,Nay 2, Nag 2, - ,Nag,2),

b, =(0,0,---,1,0,Nay n,Nag n, -+, Nagn),

b,.,=1(0,0,---,0,0, Ng, 0, <0,
b;z+2 = (0707 7Oa07 07 NQa Ty 0 )7
;z+k:(0»07"'»070» 0, 0, -+, Ngq ),
;L—Q—k-}-l:(é?é?"'»%?%?Nsh NS27 ) NSk),

where N > \/ "1, and consider the lattice £’ generated by b}, b}, --- b,

»Un+k+1°
Then we can easily know that e = (e; — ;,62 — é, yen — ;,—;,0,--- ,0) is in £’. Notice
_ n+1
that HeH_\/ +

Similarly, let X = {v € L'|0 < ||v|| < |le|,v & {0, e, —e}}, and we also have vy12 = V43 =
0 = Untk+1 — 0 for any v € X. Suppose that v = Z?:l Jiibli + Zle yib/n—H +xn+1b/n+k+1 (S
X, then we have

1 .
Vi :{Ei+ 2$n+17 7 = ]_727... )1,
1
Un+1 = 2xn+17 i
Un+4i1+4+j = N - (Zajixi + Tnt1S; —l—qyj) =0, j=1,2,--- k.
=1

This implies that
Zn:aji(vi — Upt1) + 20p418; +qy; =0, j=1,2,--- k.
i=1
Let ¥ = (v1,v2,-++ ,vp41) and D be the set as in the proof of Theorem 3.1. Then
PriX #0] < Pr[EIf: €D, y1,Y2, Yk € L, s.t. 0< ||B] < |le],v & {0, e, —e},

Zaji(xi +exny1) +qy; =0,7=1,--- ,k}
- n+1 K n
{66 Dl < \/ 4 H ' H {yj|zajizi = —qyj}‘
J=1 i=1
k n
'HPT{Z%‘% = —qyj],
Jj=1 i=1

where z; = x; + €;Tp4+1 = Vj — Upg1 + 2Up416-

<
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SOLVING LOW-DENSITY MULTIPLE SSP WITH SVP ORACLE 237

For the first factor, it is clear that |{][|7]| < |le|| = \/"ZlH < 2e1(+D+1 a5 in the proof
of Theorem 3.1.

Now we consider the second factor. Let g; = aéi,j = 1,2,--- ,k, then |g;] < 1,5 =
1,2, , k. Since > | ajiz; = —qy;, we have

ly;| =

n
Z 9i(vi — Unt1 + 2Up4164)
i=1
n n
Zgivi + Z(2ei = Dvpt1g:
i=1 i=1
n n
<D lgillvil + > lgillvns
i=1 i=1

|91|

= (ol feehy - Jomsal) |y
n

Z |gil
i=1

< |lv|| - V' + n?
1
< \/nl— \/n(n +1)
1
= n—2|— Vn.
Thus, we have [Tj_y [{yj| 307y ajizi = gy} < ((n + 1)v/n+ 1.
Finally, for the last factor, we can similarly conclude that for >°" | ajiz; = —qy;,1 < j <k,

there exists ¢, 1 <t < k, such that z; # 0, and

k n
HPT[ZGM =qyj] <
j=1 i=1

q

Thus,
Pr[X # ] < 2 L 2T (n+ 1)y/n+ 1)
q

and the theorem follows.

An corollary can be easily obtained by Theorem 3.3.

Corollary 3.4 If the density d < 0.9408--- and k = O(IOgQ((n—O—ni)\/n—O—l))’
1-— QQl(n) , the multiple modular subset sum problem defined in Theorem 3.3 can be solved in

with probability

polynomial time with a single call to an SVP oracle.

Notice that d < 0.9408--- and k = 0(10g2((n+n1)\/n+1)) yield that ¢ must be large enough
implicitly. The restriction for k comes from the factor ((n + 1)y/n + 1)* in Theorem 3.3. It is
still a problem whether there exists polynomial poly(n), independent of k, such that

Pr[X £0] < 2q - poly(n).
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If such poly(n) existed, then only the condition d < 0.9408 - - - was needed to make Corollary 3.4
hold.

Interestingly, if ¢ is a prime larger than \/ "1’1, we can get a better result.

Theorem 3.5 Given a positive prime q greater than \/"Il Jletaj; (1<j<k,1<i<n)
be independently uniformly random integers between 1 and g—1, e = (e, ea, - -+ , e,) be arbitrary
non-zero vector in {0,1}", and s; = >, ajie;(mod q) (j = 1,2,--- , k). If the density d <
0.9408 - - -, then with probability 1 — 291(n), the multiple modular subset sum problem defined by

aj;’s and s1,s2, - , 8 can be solved in polynomial time with a single call to an SVP oracle.

Proof The first part of the proof is exactly same to the one for Theorem 3.3 until we have

Pr[X # 0]

<Pr|Fe D7y17y27"' Y Yk € Z7 s.t. 0< ||’U|| < ||6H,’U g {0767_6}7

Zaji(xi +eixn+1) +qy] = 07] = 1727"' 7k:|

=1

=Pr|3v, s.t. 0< ||v| < Jle||,v & {O,e,—e},Zaﬁzi =0(mod ¢),j =1,2,--- ,k}

L =1
~ n+1
< [{oeilol <llel = /" 1}

The first factor can be bounded by 2(c1+n+1,
To bound the second factor, we first show that there must exist ¢,1 < t < k such that

k

. H Pr{ ajiz; = 0(mod q)] .
j=1 1

i=

(2t,q) = 1 when ¢ is a prime. Otherwise, suppose z; = 0(mod ¢) for i = 1,2,--- ,n. Then we
have

v; = Upp1(1 — 2€;) = £vpy1(mod q), (6)
since e; € {0,1}, for ¢ = 1,2,--- ,n. Notice that here, if v; or v,41 is a fraction, then v; =

+vp41(mod ¢) means q|(v; F vpt1)-

We claim that v, 41 # 0. Otherwise there must exist some v; such that v; = ag, where a € Z
and « # 0, since v # 0. So ‘/TQH > ol > |alg > ‘/"2“, which is a contradiction. Similarly,
there does not exist nonzero integer « such that v, 11 = aq. So we have v,+1 Z 0(mod q).

From (6), we know that there exist integers (1, 832, , 3, such that v; = fv,41 + b,

t=1,2,---,n. Since vy41 # 0(mod ¢) and v,41 = %anrl, we have |v;| > é Together with
|Ung1] > %7 we have
o Vn+1
> .
8= V",
Since ||v]] < ‘/"2+1,we know that 9| = \/"2+1,which implies that |v;| = J fori=1,2,--- ,n+1.

Hence z,+1 = 1, 8; = 0, which corresponds to v = Fe. This is also a contradiction.
Thus, there must exist ¢,1 < ¢ < k such that (z;,¢q) = 1. We have

" ?7 it AjiZi 1
Pr{ g ajiz; = 0(mod q)] =Pr [ajt = —Z _1’;t 7™ (mod q)| < "
i=1 t
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SOLVING LOW-DENSITY MULTIPLE SSP WITH SVP ORACLE 239

Hence,
2cln
PriX #£0] <, 29th
q

The proof is finished.

Remark 3.6 Similarly, if we allow the variables z; € {—1,0,1}, we can consider the lattice

L spanned by vectors b}, b,,--- b ., b where b’’s (1 = 1,2,--- ,n + k) are exactly the
p y 1> Y2 n+k’ “n+k+1 7

same to those in the proof of Theorem 3.3, and
~;’l+k‘+1 = (0707 70717N817 N827 T Nsk)7

where NV is an integer greater than v/n + 1.
Notice that there is a vector e = (e1, €2, ,€p,1,0,---,0) € L with length \/n + 1. Simi-
larly, we can define X = {v € L|0 < |lv]| < |le],v & {0,e,—e}} and get

Pr[X £ 0] < 2;2” 2¢2((n + 1)y/n + 1)k, (7)

Furthermore, when ¢ is a prime larger than v/n + 1, the probability turns out to be
9can

Pr[X # 0] < y 2°2, (8)

Notice that for £ = 1, the analysis is much simpler than before and the upper bounds (7), (8)
are better and simpler than the previous result (3).

4 Some Strategies to Solve the Corresponding SVP in Practice

In this section, we give some strategies to solve the SVP in the corresponding lattices of the
multiple SSP and multiple MSSP in practice.
4.1 By Computing the Intersection of Lattices

Take the multiple SSP as an example. We should determine the non-zero shortest vector of
the lattice £, whose basis is

17 07 Tty 07 07 Nafl,ly Nan,ly ] Nafk,l
07 1a I} 07 Oa Nal,Qy Na2,27 ] Nafk,Q
07 07 Y 17 07 Nalmn NaQ,'ru 7Nak,n
1 1 1 1

29 929 7"y 95 99 NSl, N827 T NSk

Notice that solving the shortest non-zero vector of £ is equivalent to solving the shortest non-
zero vector of the lattice
LiNLoN---N Ly,
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where £; is the lattice generated by

17 07 Tty 07 07 Nai,l
07 1a Ty 07 07 Nai,Q
07 07 Tty ]-7 07 Nai,n
1 1 1 1

_2727"'72727 Nsi_

i=1,2,--- k.

As we know, the intersection of lattices is always another lattice, which might live in a
lower dimension. Thus, we can obtain the shortest vector by computing the shortest vector in
L1NLyN---N Ly, which may be easier since it has lower dimension than L.

Obviously, we can compute the intersection of lattices if we can determine a lattice basis for
the intersection of two n-dimensional lattices. For simplicity, we show how to compute a lattice
basis for the intersection of two n-dimensional lattices, say £1 and L2. Denote by Bi, B the
basis matrix of £y, Lo respectively. Then £; N Ly is the set of all the vectors which can be
represented as - By =y - B, where x,y € Z". Thus we have,

By
(x,y) =0.
B,

The set of all the integer solutions of the equation above is also a lattice £’. By the algorithm
in [15] (page 74), we can find an integral basis (z1,v1), (z2,y2), -, (¥, yx) of L'. Then, it can
be concluded that x1 By, x2B1, -+ , x5 B1 will be a basis of the lattice £1 N Ls.

4.2 By Computing the Kernel

Furthermore, solving the multiple SSP can also be seen as finding a small solution of a system
of some inhomogeneous linear equations, which can be viewed as a closest vector problem by
considering the corresponding homogeneous linear equations and an arbitrary solution of the
inhomogeneous equations.

Assume the inhomogeneous linear equations defined by the multiple subset sum problem

E a1,;T; = S1,
5 a2 iT; = S2,

n
E Ak, Ti = Sk,
i=1

has a solution e = (ey,ez2,--,e,) € {0,1}™. Let L be the set of all integer solutions to the
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corresponding homogeneous equations, that is,

L= {(1;1,332,-~- ,Ty) € L™ Zaj,ixi=Oforj:1,2,-~- ,kj}.

i=1
L is in fact a lattice which has smaller dimension. Let (y1,y2,- - ,yn) be an arbitrary integer
solution of the inhomogeneous equations. Then the vector v = (y1 —e1,y2—€a, - ,yn—en) € L.
Notice that v is very close to the vector t = (y1 — ;,yg — é, Ce Y — ;) Thus, by finding the

closet vector to t in the lattice L, we may recover v and hence e.

Remark 4.1 To find a lattice vector which is closest to a given target vector is called the
closest vector problem (CVP), which is also an NP-hard problem. With a CVP oracle, we can
solve all the (multiple) subset sum problems regardless of their density (for example, see [16]).
However, if we only have an SVP oracle, we can also replace the CVP oracle with the SVP
oracle by Kannan’s well-known embedding technique'”. Nguyen and Stern['®! considered such
a reduction for the single subset sum problem. We can also generalize it to the multiple SSP
and multiple MSSP.

5 Conclusions

In this paper, we show how to solve low-density multiple subset sum problem with an SVP
oracle. Some extended versions of the multiple subset sum problem are also considered.
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