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Exercise 8.7.16 .

Let n = 713 be a Rabin modulus and let ¢ = 289 be a ciphertext that
is obtained by Rabin encryption using this modulus. Determine all
possible plaintexts.

Exercise 8.7.17 S
Explain the low-exponent attack and the multiplicativity attack for
the Rabin system. How can those attacks be prevented?

Exercise 8.7.18 .
Show how the Rabin modulus n = 713 can be factored with two
different possible plaintexts in Exercise 8.7.16.

Exercise 8.7.19 .
How can two ElGamal ciphertexts be used to generate a third El-
Gamal ciphertext of an unknown plaintext? How can this attack be

prevented?

Exercise 8.7.20 ‘
Alice receives the ElGamal ciphertext (B = 30,¢ = 7)..Her public
key is (p = 43,g = 3). Determine the corresponding plaintext.

Exercise 8.7.21 ‘

Let p = 53, g = 2, A = 30 be Bob’s public ElGamal key. Alice uses
it to generate the ciphertext (24, 37). Determine the corresponding
plaintext.

Factoring

CHAPTER

We have seen that the security of the RSA system and the Rabin
system is closely connected to the difficulty of factoring a positive
integer into primes. But it is not known whether the integer fac-
toring problem is in fact difficult to solve. On the contrary, over
the years many efficient integer factoring algorithms have been in-
vented, and the number of digits required for secure RSA moduli has
been increased from 512 to 1024 bits.

In this chapter, we describe some important factoring algorithms.
We let n be a positive integer that is known to be composite. This
can be detected with the Fermat test or with the Miller-Rabin test
(see Sections 7.2 and 7.4). However, those tests do not determine a
divisor of n. For a more detailed overview of factoring algorithms,
we refer the reader to [42] and [15]. The algorithms that we describe
here are implemented in the LiDIA library [46].

9.1 Trial Division

To find small prime factors of n, a precomputed table of all prime
numbers below a fixed bound B is computed. This can be done using
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the sieve of Eratosthenes (see Exercise 1.12.24 and [4]). Then for
each prime number p in this table, the maximum exponent e(p) is
determined such that p°® divides n. A typical bound is B = 10°,

Example 9.1.1

We want to factor n = 3% 4 1 = 10460353204, Trial division with all
primes < 50 yields the factors 22, 72, and 43. If we divide n by those
factors, then we obtain m = 1241143. Since 2™~! = 793958 mod m,
Fermat's little theorem implies the compositeness of m.

9.2 p-1 Method

There are factoring algorithms that work particularly well for com-
posite integers with certain properties. Those integers must be
avoided as RSA or Rabin moduli. As an example of such factoring
algorithms, we describe the p — 1 method of John Pollard.

The (p — 1) method works best for composite integers with a
prime factor p such that p — 1 has only small prime divisors. Then it
is possible to determine a multiple k of p — 1 without knowing p —1
as the product of powers of small prime numbers. The details are
described below. Then Fermat's little theorem implies

a*=1 modp

for all integers a that are not divisible by p. This means that p divides
a* — 1. If a* — 1 is not divisible by n, then ged(a* — 1, n) is a proper
divisor of n, so a factor of n is found.

As candidates for k, the p — 1 method uses the product of all
prime powers below a given bound B; namely,

= Il «
qePP,g°<B

If the prime powers that divide p — 1 are all less than B, then kis a
multiple of p — 1. The algorithm computes g = ged(a* — 1, n) for an
appropriate basis a. If no divisor of » is found, then a new bound B
is used.
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Example 9.2.1
In Example 9.1.1, the composite number n = 1241143 remained to
be factored. We use B=13. Thenk =8+ 9% 5% 7 x 11 % 13 and

god(2* — 1,n) = 547,

Hence, p = 547 is a divisor of n. The cofactor is g = 2269. Both 547
and 2269 are prime numbers.

9.3 Quadratic sieve

One of the most efficient factoring algorithms is the quadratic sieve
(QS), which we describe in this section.

9.3.1 Idea

We try to factor the odd composite positive integer. We describe how
one proper divisor of n is found. This is sufficient for breaking the
RSA system because RSA moduli are the product of two large primes.
In general, a recursive application of QS factors n completely.

The quadratic sieve finds integers x and y such that

¥ =y* modn (9.1)

x# +y modn. (9.2)

Then n is a divisor of ¥ — y* = (x — y)(x + y), but of neither x — y
nor of x + y. Hence, g = gcd(x — y, n) is a proper divisor of n.

Example 9.3.1

Let n = 7429, x = 227,y = 210. Then #* — y* = n,x —y = 17,
* +y = 437. Therefore, gcd(x — y, n) = 17. This is a proper divisor
of n.
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9.3.2 Determination of x and y

The idea from the previous section is also used in other factoring
algorithms, such as the number field sieve (NFS) (see [44]), but those
algorithms have different ways of finding x and y. We describe how
x and y are found in the quadratic sieve.

Let

m = [/n]
and
fX) =X +m)—n.
We first explain the procedure in an example.

Example 9.3.2
As in Example 9.3.1, let n = 7429. Then m = 86 and f(X) = (X +
86)% — 7429. We have

f(—3) =832 —7429 = —540 = —1 %22 % 3% % 5
F)=87*—7429 = 140 =2>%5%7
f(2)=882—7429= 315=3%%5x%7.

This implies

832 =—-1%22%3*%5 mod 7429
872 =22%5%7 mod 7429
882 =3%%5x%7 mod 7429.

If the last two congruences are multiplied, then we obtain
(87 % 88)% = (2 %3 % 5% 7)* mod n.
Therefore, we can set
x =87 %88 mod n=227, y=2%3%5%7 modn=210.
Those are the values for x and y from Example 9.3.1.

In Example 9.3.2, we have presented numbers s for which the
value f(s) has only small prime factors. Then we use the congruence

(s +m)* = f(s) mod n. (9.3)

From those congruences, we select a subset whose product yields
squares on the left- and the right-hand sides. The left-hand side
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of each congruence is a square anyway. Also, we know the prime
factorization of each right-hand side. The product of a number of
right-hand sides is a square if the exponents of —1 and all prime
factors are even. In the next section, we explain how an appropriate
subset of congruences is chosen.

9.3.3 Choosing appropriate congruences

In Example 9.3.2, it is obvious which congruences must be multi-
plied such that the product of the right-hand sides is a square. If n
is large, many more prime factors and congruences must be con-
sidered. The selection process uses linear algebra. We will illustrate
this in the next example.

Example 9.3.3

We show how we can choose appropriate congruences in Example
9.3.2 by solving a linear system. We can choose from three congru-
ences. The goal is that the product of the right-hand sides of the
chosen congruences be a square. The selection process is controlled
by coefficients A; € {0,1}, 1 <i < 3. If ; = 1, then congruence i is
chosen; otherwise it is not. The product of the right-hand sides of
the chosen congruences is

(1224 3° % 5)" % (22 %5472 % (32 % 5% 7)™ =
(_1)}\1 * 22).1-}-2}»2 * 33)\1+2)\3 * 5)~1+/\.z+)»3 * 712+l3.

We want this number to be a square. It is a square if and only if the
exponents of ~1 and of all prime numbers are even. This leads to
the following linear system:

A1 =0mod 2

2M1 + 2A; = 0mod 2
3\ +2A3 =0 mod 2
MAFAy+ A3 =0mod 2
Az + Az =0mod 2.
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The coefficients of the A; are reduced mod 2, so we obtain the
simplified system
A = 0 mod 2
)k] +Az+}.350m0d2
At Ar = 0 mod 2.

A solution is
}\.1=0, K2=A3=1.

The product of the right-hand sides of the second and third
congruences is a square.

We sketch how the quadratic sieve chooses the appropriate con-
gruences in general. We choose a positive integer B. Then we look

factor base
F(B)y={peP:p<BjU(-1).

Such values f(s) are called B-smooth. Table 9.1 gives an impression
of the factor base sizes required. If we have found as many values
for s as the factor base has elements, then we try to solve the corre-
sponding linear system. Because the linear system is a system over
the field Z/27Z, the Gauss algorithm can be used to solve it. How-
ever, for large n more efficient algorithms are used, which are not
described here.

9.3.4 Sieving

It remains to be shown how the values of s are found for which
f(s) is B-smooth. One possibility is to compute the value f(s) for
s = 0,41,42,43,..., and to test by trial division whether f(s) is
B-smooth. Unfortunately, those values typically are not B-smooth.
To detect this, trial division by each element of the factor base is
needed. This is very inefficient because the factor base is large for
large n, as Table 9.1 shows. A more efficient method is to use sieving
techniques, which are described as follows.

for integers s such that f(s) has only prime factors that belong to the
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TABLE 9.1 Size of factor base and sieving interval,

# decimal digits of n 50 60 70 80 90 100 110 120
# factor base %1000 3 4 7 15 30 51 120 245
# sieving interval in million | 0.2 2 5 6 8 14 16 26

We explain a simplified version that shows the main idea.We fix
a sieving interval

§={-C,—-C+1,...,0,1,...,C}.

We want to find all s € S such that f(s) is B-smooth. First, we compute
f(s) for all s € S. For each prime number p in the factor base, we. di-
vide the value f(s)-by the highest possible power of p. The B-smooth
values f(s) are exactly those for which 1 or —1 remains.

To find out which of the values f(s) = (s +m)? — n is divisible by
a prime number p in the factor base, we first determine all integers
s€{0,1,...,p—1}for which f(s) is divisible by p. By Corollary 2.19.8,
the polynomial f(X) can have at most two zeros modulo p. For small
prime numbers, the zeros can be found by trying all possibilities. If
p is large, then more sophisticated methods must be used(see [4]).

Now suppose that we know the zeros of f(X) modulo a prime
number pin {0,1,...,p—1} (ie., the arguments s € {0,1,...,p — 1}
for which f(s) is divisible by p). The other values s for which f(s)
is divisible by p are obtained from the zeros that we already know
by adding integer multiples of p. Starting at the zeros that we know,
we walk in steps of length p in both directions through the sieving
interval. After each step, we divide the corresponding f(s) by p.
This is called sieving with p. No unsuccessful trial divisions by p are
necessary. Prime powers can be treated similarly.

Example 9.3.4

As in Examples 9.3.1 and 9.3.2, let n = 7429, m = 86, and f(X) =
(X 4 86)* — 7429. The factor base is the set {2, 3,5, 7} U {—1}. As sieve
interval, we use the set {—3,—2, ..., 3}. The sieve is shown in Table
9.2.

The sieve can be made more efficient. This is described in [60].
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TABLE 9.2 The sieve.

8 -3 -2
(s+m)2—n | -540 | -373
Sieve with 2 | -135
Sieve with 3 -5
Sieve with 5 -1
Sieve with 7

9.4 Analysis of the Quadratic Sieve

In this section, we sketch the analysis of the quadratic sieve to give an
impression why the quadratic sieve is more efficient than, for exam-
ple, trial division. Some techniques used in this analysis are beyond
the scope of this book. Therefore, we only mention them briefly. For
a deeper introduction into the subject, we refer the reader to [43].

Let n, u, v be real numbers and let n be greater than the Euler
constant e = 2.718. ... Then we write

Ln[u, V) = 6u(log n)*(loglog n)“”‘ (9.4)

This function is used to describe the running time of factoring
algorithms. We first explain its meaning. We have

Ln[0, v] = ¢0¢™"(°816 ™" = (log n)* 9:5)
and
Lo[l,v] = gvlog ny (loglogn)® _ gvlogn. (9.6)

An algorithm that factors the positive integer n receives as input n.
The binary length of n is [log, n] + 1. If an algorithm has running
time Ly[0, v}, then it is a polynomial time algorithm. Its complexity
is bounded by a polynomial in the size of the input. The algorithm
is considered efficient, although its real efficiency depends on the
degree v of the polynomial. If the algorithm has running time Ly[1, v},

then it is exponential. Its complexity is bounded by an exponential

function in the length of the input. The algorithm is considered
inefficient. If the algorithm has running time L,{u, v]with0 < u < 1,
then it is subexponential. The algorithm is slower than polynomial
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but faster than exponential. The fastest integer factoring algorithms
are subexponential. Trial division is an exponential algorithm.

So far, nobody has been able to analyze completely the running
time of the quadratic sieve. Under certain plausible assumptions,
however, it can be shown that this running time is L,[1/2,1 4 0(1)].
Here o(1) stands for a function that converges to zero as n ap-
proaches infinity. Thus, the complexity of the quadratic sieve can be
considered to be in the middle between polynomial and exponential.

We will now try to give an impression of the analysis of the
quadratic sieve. As we have seen, in the QS we choose bounds B
and C and search for the integers s in the sieving interval § =
{=C,—C+1,...,C} for which the value

f()=(@+mp—n=s"+2ms+m?>—n 9.7)

is B-smooth. The bounds B and C must be chosen such that the
number of successful integers s and the number of elements of the
factor base are approximately equal.

Since m = |/n], it follows that m? — n is very small. Therefore,
(9.7) implies that for small s the value f(s) is of the same magnitude
as 4/n. Assume that the fraction of B-smooth values f(s), s € S is the
same as the fraction of B-smooth integers < 4/n. This assumption
is unproven, but experiments indicate that it is probably correct. It
also makes the analysis of the quadratic sieve possible.

Denote the number of B-smooth integers below a bound x by
Y¥(x, B). This number is estimated in the following theorem, the proof
of which can be found in [23].

Theorem 9.4.1
Let & be a positive real number. Then for all real numbers x > 10 and
w < (logx)'~¢, we have

1/I(X, Xl/w) —_ Xw—w+f(x,w)
with a function f that satisfies f(x, w)/w — 0 for w — oo and all .
Theorem 9.4.1 means that the fraction of x¥!/*-smooth numbers

< x is approximately w™%.
From this theorem, we can deduce the following result.
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Corollary 9.4.2
Let a, u, v be positive real numbers. Then for n — oo we have

Y(n®, La[u, v]) = n®La[1 — u, —(a/v)(1 — u) + o(1)].
Proof. We have

L, v] = (E(log n)(log log n)"“)v — pY((loglogn)/log n)‘"“'

If we set
w = (a/v)((log n)/(loglog n))' ™
and apply Theorem 9.4.1, then we obtain
W(n®, L[y, v]) = n“w 0+,
Now

W wGto(1)
— (6(1 —u)(log(a/v)+log log n—log log log n)(—(a/v)((log n)/(log log n))' ~(1+o(1 )))1 —u

In this formula, we use
log(a/v) + loglog n — logloglogn = loglogn(1 + o(1)).
Then we find

o)
— ¢(logn)! " (loglog n)“(—(a/v)(1-u)to(1))

= Lp[1 — u, —(a/v)(1 — u) + o(1)).
This proves the assertion. t

In the quadratic sieve, we generate numbers f(s) which are ap-
proximately n'/2. We assume that with respect to smoothness the
values f(s) behave as random numbers < n!/2, In Corollary 9.4.2,
we therefore set a = 1/2. Then we find that the probability of such a
value f(s) being Ly[u, v-smooth is Ly[1 — u, (=1/(2v))(1 — u) +o(1)].
This means that on average we must try Ln[1 — u, (1/2v))(1 —
u) + o(1)] integers s in the factor base before we find one for
which f(s) is Lu[u, v]-smooth. The number of elements in the factor
base is approximately Ly[u, v], so we need to find L,[u, v] success-
ful values s in order for the linear system to have a solution.
Therefore, the time for finding the values of s is some multiple of
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Ln[u, V]Ln[1 — u, (1/(20))(1 — u) + o(1)]. To make this value as small
as possible, we choose u = 1/2.

For the further computation, we need a few simple rules. If x and
y are real numbers, then

La[1/2, X]La[1/2, Y] = La[1/2, X + y].
Also, if p € Z[X] is a polynomial and if ¥ is a real number, then
p(log WL,[1/2,X] = La[1/2, x + o(1)]- (9.9)

This means that polynomial factors in logn are swallowed by
Ln[1/2, %].

Now the factor base contains all prime numbers p with p < B =
Ln[1/2,v]. For each successful s, we need L,[1/2, 1/(4v)] elements in
the sieving interval, as we have just seen. Since we need L,[1/2, V]
values of s, the sieving interval is of size L,[1/2,V]L,[1/2,1/(4v)] =
La[1/2,v + 1/(4V))].

The optimal value for v will be found later. First, we collect the
running times for the different steps of the algorithm.

Computing the zeros of f(X) modulo p for a prime number p in
the factor base is possible in polynomial time in log n. Hence, (9.9)
implies that all zeros can be computed in time L,[1/2, v + o(1)].

The sieving time for a prime p is O(La[1/2, v+ 1/(4v) +0(1)])/p),
since we walk in steps of width p through the sieving interval. It can
be deduced from this formula that the total sieving time, including
the precomputation, is L,[1/2, v 4+ 1/(4v) 4 o(1)].

The Wiedemann algorithm for solving sparse linear systems
takes time L,[1/2, 2v 4 o(1)]. This algorithm takes advantage of the
special structure of the system. The value v = 1/2 minimizes the
sieving time. Hence, the total running time is L,[1/2,1 + o(1)].
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9.5 Efficiency of Other Factoring
Algorithms

The analysis that was presented in the previous section raises two
questions. Are there faster algorithms? Are there algorithms for
which the running time can be rigorously proved?

The most efficient algorithm for which the running time can be
rigorously proved uses quadratic forms. It is a probabilistic algorithm
with expected running time L,[1/2, 14 0(1)]. This is the same as the
running time of the quadratic sieve and is proved in [45]. In practice,
however, the quadratic sieve is much more efficient.

The elliptic curve method (ECM) is also a probabilistic algorithm.

It is similar to the p — 1 method and has expected running time
Ly[1/2,+/1/2), where p is the smallest prime factor of n. This is a
major difference from the quadratic sieve. While the running time
of QS depends mainly on the size of n, ECM is faster if n has a small
prime factor. Therefore, ECM is used to find prime factors that are
considerably smaller than /n. For prime factors that are of size v/n,
however, the running time of ECM is Ly[1/2,1], the same as the
running time of QS, but ECM is less efficient in practice.

Until 1988, the fastest integer factoring algorithms had running
time L,[1/2, 1]. Some people even thought that there were no faster
integer factoring algorithms. But in 1988, John Pollard invented the
number field sieve (NFS). Under appropriate assumptions, it can be
shown that the running time of NFS is L,[1/3, (64/9)!/%]. Hence, NFS
is much closer to a polynomial time algorithm than QS. A collection
of papers concerning NFS can be found in [44].

Since the 1980s, there has been dramatic progress in the field
of factoring algorithms. It is therefore very possible that one day a
polynomial time factoring algorithm will be found.

Shor [67] has shown that the factoring problem can be solved in
polynomial time on a quantum computer. However, as said before,
it is not known whether sufficiently large quantum computers can
ever been built.

Factoring records can be found in [28]. For example, in 2002 the
factors 3388495837466721394368393204672181522815830368604993
048084925840555281177 and 1165882340667125990314837655838327
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0818131012258146392600439520994131344334162924536139 of the
158-digit factor 395058745832651445264197678006144819960207764
6030493645413937605157935562652945068360972784246821953509
3544305870490251995655335710209799226484977949442955603 of
2953 11 were found.

9.6 Exercises

Exercise 9.6.1 (Fermat's factoring method)

Fermat factored a positive integer n by writing it as n = x* — y? =
(* — y)(x + y). Factor n = 13199 by this method. Is this a general
factoring algorithm that works for all composite integers? What is
the running time of the algorithm?

Exercise 9.6.2
Factor 831802500 using trial division.

Exercise 9.6.3
Use the p — 1 method to factor n = 138277151.

Exercise 9.6.4
Use the p — 1 method to factor n = 18533588383,

Exercise 9.6.5
Estimate the running time of the (p — 1) method.

Exercise 9.6.6

The random square method of Dixon is similar to the quadratic
sieve factoring method. The major difference is that the relations
are found by factoring ¥* mod n, where x is a random number in
{1,...,n—1}. Use the random square method to factor 11111 with a
small factor base.

Exercise 9.6.7
Factor 11111 using the quadratic sieve.

Exercise 9.6.8
Draw the function f(k) = Ly[1/2,1] for k € {1, 2,...,2048).




