
1 Introduction

Zero-knowledge protocol or zero-knowledge proof is in principle an interactive proof
with some properties, that we will describe later. The interactive proofs and zero-
knowledge proofs were introduced in [3] by Goldwascher, Micali and Rackoff. The
next important result in this area was presented in [2]. Goldereich, Micali and
Wigderson showed in this work that for all languages in NP there exists a zero-
knowledge proof assuming the existence of one-way function. Note that existence
of one-way function would imply P 6= NP .

In graph theory are many problems from NP class, proper for construction
of zero-knowledge protocols, like graph isomorphism, coloring, clique, independent
set, vertex covering, hamiltonian path. Protocol based on graph 3−coloring was
introduced in [2]. Other protocols based on problems such as clique, independent
set and hamiltonian path was described in [4, 5, 7, 8]. These protocols are very
similar and they use the same idea. In this article we will generalize this idea in
zero-knowledge protocol that is based on subgraph isomorphism problem.

1.1 Subgraph isomorphism and graph isomorphism problem

Definition: It is a decision problem. On the input we have two graphs G1 and
G2. We need to decide if G1 is isomorphic to a subgraph of G2.

This problem is known to be NP − complete. The reason, why we choose
this problem for zero-knowledge is, that this problem is very easy transformable
to another graph problems with just adding a proper restriction for graph G1. So
from one protocol we can easily gather other protocols based on different problems
from NP class.

A very similar problem like subgraph isomorphism is the graph isomorphism
problem. But this one is not known to be NP − hard.

Definition: It is also a decision problem. On the input we have two graphs
G1 and G2. We need to decide if these two graphs are isomorphic. Isomorphism
of two graphs is a bijection:
φ : V1 → V2

with the property that any two vertices u and v from G1 are adjacent if and only
if φ(u) and φ(v) are adjacent in G2.

1.2 One-way function in protocol

When the zero-knowledge protocol is based on some NP −hard problem, we have
to use something like collection of lockable boxes, each of which opens by its own
key alone. For simulation of a lockable box we can use a function, that seems like
one-way. That means:

1. Easy to compute (in polynomial time).
- easy to lock into a lockable box



2. Hard to invert.
- hard to open a box without the proper key

In the protocol we need to hide the adjacency matrix of a graph, each member
alone. So in each round of the protocol, we have to use plenty of different functions.
One possibility is to use probabilistic encryption function f , with on the input
x ∈ {0, 1} and a random string r ∈ {0, 1}n which resolts into f(x, r). To avoid
cheating on one side of the protocol, this function must be injection (decryption is
unique).

2 Interactive proof system

As mentioned earlier, zero-knowledge protocol is an interactive proof, with some
special properties. In this system are two parties, we will call them Peggy (as
prover) and Victor (as verifier). Peggy has a knowledge (secret, password) and
she wants to use this knowledge, to prove her identity to Victor. In simple pass-
word protocols Peggy just gives her password to Victor. If their communication
is not encrypted (eavesdropper can get hold of the password) or if Victor is not
honest, Peggy can be impersonated. Interactive proof systems (challenge-response
systems) try to be better in this. Peggy responds to Victor’s challenge to prove
knowledge of her secret. For example, she can send just a part of her secret in
dependence on challenge from Victor. But there is still the same problem, that
eavesdropper can gather enough partial information about the secret to imperson-
ate her.

In zero-knowledge protocols is impersonating almost impossible. It is just a
proof of knowledge and no information about the secret (password) is given expect
it is true. So Victor at the end of the protocol will know nothing more about the
password as before.

There are three conditions that we ask from the zero-knowledge protocol:

Completeness: If the statement is true (Peggy’s knowledge is correct), the hon-
est verifier (who follows the protocol properly) will be convinced of this fact by an
honest prover.

Soundness: If the statement is false, no cheating prover can convince the honest
verifier that it is true, just with really small probability.

Zero-knowledge: If the statement is true, no cheating verifier learns anything
more than this fact.

More precisely definitions can be found in [3].

3 The protocol

In this section we will describe zero-knowledge protocol based on subgraph iso-
morphism problem. As was told earlier, the presented protocol has the same



idea, as protocols based on clique, independent set and hamiltonian path problem
[4, 5, 7, 8].

Suppose we have two graphs G1 = (V1, E1) (small) and G2 = (V2, E2) (big).
Let |V1| = n1 and |V2| = n2. Apparently n1 ≤ n2, otherwise the problem has no
solution. Suppose that somewhere in graph G2 there is an isomorphic copy of G1.
That means, there exist an injection from G1 to G2:
φ : V1 → V2

with the property that any two vertices u and v from G1 are adjacent if (and only
if) φ(u) and φ(v) are adjacent in G2.

The common inputs are graphs G1 and G2. Peggy tries to convince Victor that
in graph G2 is an isomorphic copy of G1 (she wants to prove that function φ exist).

Protocol:

1. Peggy selects a random permutation π of the vertex set V2. She constructs
an adjacency matrix of graph π(G2), we mark this matrix as H. Then she
uses fog-function to make matrix H ′ and sends it to Victor.

2. Victor chooses a random bit q ∈ {0, 1} and sends it to Peggy.

3. In dependence on random bit, Peggy sends an information:

• If q = 0 Peggy reveals π and all lockups in H ′.

• If q = 1 she reveals only lockups in H ′ that are corresponding to G1.

4. Victor checks if the proof from Peggy is correct

• If q = 0 he checks, if H ′ is corresponding to H and if H is corresponding
to π(G2).

• If q = 1 he checks, if opened lockups are corresponding to the isomorphic
copy of G1.

This version of protocol is not correct for all inputs of G1. The problem is
with the last checking, where Victor checks an isomorphic copy of G1. In case,
when G1 is a hamiltonian cycle, or if it is complete graph, this step is correct. But
in common case Victor doesn’t have to be able to see, that shown part of G2 is
really isomorphic to G1. Note, that we do not know a fast algorithm for the graph
isomorphism problem.

Maybe we can fix the common case, if Peggy shows also isomorphism of the
shown part of G2 and G1. She knows it, she can compute it from π and φ. But
the question is, if she tells him this isomorphism, will it help him to discover her
secret.....???
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