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Abstract

Thefirst practicalpublic key cryptosystento be publishedthe Diffie-Hellmankey exchangealgo-
rithm, wasbasedon the assumptiorthat discretelogarithmsare hardto compute. This intractability
hypothesids alsothe foundationfor the presumedsecurityof a variety of otherpublic key schemes.
While therehave beensubstantiahdvancesn discretdog algorithmsin thelasttwo decadesin general
thediscretdog still appearso be hard,especiallyfor somegroups suchasthosefrom elliptic curves.
Unfortunatelyno proofsof hardnessreavailablein this area,soit is necessaryo rely on experience
andintuition in judgingwhat parameterso usefor cryptosystemsThis paperpresents brief suney

of the currentstateof theartin discreteogs.
1. Intr oduction

Mary of the popularpublic key cryptosystemsre basedon discreteexponentiation.If G is a group,
suchasthe multiplicative groupof afinite field or the groupof pointson anelliptic curve, andg is an
elementof G, then(writing the groupmultiplicatively) g™ is the discreteexponentiationof baseg to

thepowern. Thisoperationsharesnary propertiesvith ordinaryexponentiationsothat,for example,

g(n—|—m) — gn * gm ]

The inverseoperationis, given h in G, to determinen (if it exists) suchthath = ¢g™. The number
n, usuallytakenin therange0 < n < |(g)|, where|H]| is the orderof H, and(g) is the subgroup
generatedy g, is calledthe discretelogarithmof h to baseg, sinceit againsharesmary properties
with the ordinarylogarithm. For example,if we usethe notationn = log,(h) whenh = g¢", then,

assumingdor simplicity thatG is cyclic andis generatedby g,

log, (h * j) = log,(h) +1og,(j) (mod |G]) .



Discretelogs have a long historyin numbertheory Initially they wereusedprimarily in compu-
tationsin finite fields (wherethey typically appearedhn the closelyrelatedform of Zechs logarithm).
However, they wereratherobscurejustlik e integerfactorization.Unlike thelatter, they couldnoteven
invoke ary famousguotesof Gausgcf. [BachS])abouttheir fundamentaimportancen mathematics.
Thestatusof discretdogsstartedo grow in the 20thcentury asmorecomputationsveredone,andas
morethoughtwentinto algorithmicquestionslt appearshatthey startedto play animportantrole in
cryptographyalreadyin the 1950sJong beforepublickey systemsappearednthesceneascryptosys-
temsbasedon shift-register sequencedisplacedhosebasedon rotor machines.Discretelogs occur
naturallyin thatcontext astoolsfor finding wherein ashift registersequence particularblock occurs.
Themainimpetusfor theintensve currentinterestin discretdogs,though,camefrom theinventionof

the Diffie-Hellman(DH) method[Dif fieH].

TheDH key-exchangealgorithmwasthefirst practicalpublic key techniqueo be published andit
is widely used.The basicapproaclhis thatif Alice andBob wish to createa commonsecretkey, they
agreeonagroup(g), andthenAlice chooses randomintegera, while Bob chooses randominteger
b. Alice thencomputeg® andsendst to Bob over a public channelwhile Bob computes;® andsends

thatto Alice. Now Alice andBob canbothcompute

while anearesdroppewho happenso have overheardheexchangeandthusknows g, g%, andg®, will

hopefullynot be ableto computethe secrety®.

If the discretelog problemfor the group(g) is easy an eavesdroppercancomputeeithera or b,
andcanfind outwhatg® is. It is animportantopenquestiorwhetherdeterminingg® knowing justg,
g%, andg® is ashardasthe discretelog problemin general.(See[MaurerW] for the latestreferences
on this topic, which will not be coveredhere. For reference®n anotherimportantsubject,namely
thatof bit securityof thediscretdog, whichwill alsonotbe dealtwith here,see[BonehV HastadN].)
However, a fastdiscretelog algorithmwould definitely destrg the utility of the widely usedDiffie-
Hellmanprotocol. This factorhasstimulatedan outpouringof researcton the compleity of discrete

logs.

This paperis a brief suney of the currentstateof the artin algorithmsfor discretelogs. There
aremary cryptosystemsasedon discreteexponentiatiorotherthanthe DH key exchangealgorithm.
Startingespeciallywith the TaherElGamalproposalEIGamal], mary schemedave beenproposed,

includingtheofficial U.S.Digital SignatureAlgorithm (DSA). However, they will notbecoveredhere,
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and| referreadergo [Menezes\V, Schneierffor moreinformationaboutthem. Evenin the areaof
compleity of the discretelog problemtherehave beenseveral generalsuneys [Lebede, McCurley,
Odlyzko1, Odlyzko2, SchirokauerWD]aswell asseveralmorerecentpaperon specializedubfields.
Thereforen this paperl will only give pointersto thelatestresults andpresensomehigh level obser

vationsaboutthe currentstatusandlik ely future of the discretdog problem.

2. Why discretelogs?

Almosteverythingthatpublickey cryptographyprovides,suchasdigital signatureandkey exchange,
canbeaccomplisheavith RSA andits variants.However, cryptosystembasedn discreteexponenti-

ationremainof interestfor threemainreasons:

(a) Patentissues.The Diffie-Hellmanpatentexpired in 1997, while the RSA patenthasuntil the
fall of 2000to run. Thereforearnyoneinterestedn usingpublic key cryptographyin the United States
(which is the only placewherethesepatentswere appliedfor andissued)can save mong/ andalso

avoid licensingneggotiations.

(b) Technicaladvantages.In mary casesvherealgorithmsof comparabldunctionality exist, say
oneover thefinite field of integersmoduloa prime p, andanotherusinga compositenteger n of the
samesize,breakingthediscretdog modulop appearso be somevhatharderthanfactoringtheinteger
n. Further elliptic curve cryptosystemappeato offer the possibility of usingmuchsmallerkey sizes

thanwould berequiredby RSA-typecryptosystemsf comparablesecurity

Someother adwantagesof discretelog cryptosystem&omefrom their limitations. It is widely
believedthatthe U.S. Digital SignatureAlgorithm is basedn discretdogsbecausét is harderto use
it for encryptionthanif it werebasedon RSA (andthuson integer factorization).This helpsenforce
export control regulationson strongencryptionwithout wealeningthe digital signaturemethodsthat
arelessstringentlycontrolled.Ontheotherhand,mary peopldik e the DH algorithm,sincethesession
key it generatess evanescentIn the simplestapplicationof RSA to key generationAlice createsa
sessiorkey andtransmitsit to Bob using Bob’s public key. An eavesdroppemvho cancoerceBob
afterwardsinto revealinghis privatekey canthenrecoverthefull text of thecommunicatiorexchanged
by Alice andBoh. In contrastjf Alice andBob useDH to generateéhe sessiorkey, destry it afterthe
sessiorends,anddo not storetheircommunicationthenneithercoercionnor cryptanalysisill enable

theeavesdroppeto find out whatinformationwasexchanged.



(c) They aredifferent. Cryptographerdave learnedby bitter experiencehatit is unwiseto putall

eggsin asinglebaslet. It is desirablgo have a diversity of cryptosystemdn caseoneis broken.

It is anunfortunatdactthatdiscretdogsandintegerfactorizatioraresoclosethatmary algorithms
developedfor oneproblemcanbemodifiedto applyto theother For security it would bebetterto have
muchmorediversity However, morethantwo decadesfterthe publicationof the first two practical
publickey systemsthe DH andthe RSAalgorithmstheonly publickey cryptosystemghataretrusted
andwidely deplo/ed are basedon the presumedifficulty of the sametwo problemsthoseschemes
relied upon. Interestinglyenough,the earlierdiscorery of public key cryptographyin the classified
communityin theearly19705[GCHQ] alsoproducecessentiallythe sametwo algorithms.Therehave
beenmary attemptdo find public key schemedasedon otherprinciples,but sofar mosthave led to

systemdhatwerebroken,andthe onesthatarestill standingareoftenregardedwith suspicion.
3. Generalattacks

This sectiondiscussesomegeneralalgorithmsfor discretelogs that assumdittle knovledgeof the
group.

For mostcommonlyencounteredyclic groupsG = (g), thereis anefficient methodfor producing
a uniquecanonicalrepresentatiofior an element. (Thereareexceptions though,suchassomeclass
groups,in which equivalenceof two representations hardto prove.) For sucha group,thereare
severalmethoddor computingthediscretdog in anumberof operationghatis about|G|1/2. Thefirst
andbestknown of theseis the Shanks‘baby-stepsgiant-stepstechnique.If n is the orderof g (or

evenanupperboundfor |(g)|), we let

(3.1) m = [n'/?]
andcompute

(3.2) h,hg Y hg 2, ... hg (™D
and

(3.3) 1,g™, ¢*™, ... ,g(m_l)m .

If h € (g), thenh = g**J™ for some0 < i,j < m — 1, andthe entrieshg—* andg’™ in the two
lists (3.2) and(3.3) will beequal(providedbotharein their canonicaformats).Checkingfor equality

in two sortedlists of m entrieseachcanbe donein lineartime (assuminghatthe representationsf



elementarecompacenough)Hencetherunningtime of thealgorithmis dominatedy thearithmetic

requiredto computethetwo lists (3.2) and(3.3) andthetime to sortthem.

Shanks’algorithmis deterministic. If oneis willing to give up on determinismpone canreplace
sortingby hashingspeedingip the process.On the otherhand,thereis no easyway to reducespace
requirementgotherthanby increasinghe runningtime), which areof orderm ~ |{g)|*/2. (For other

examplesof computationatradeofs in cryptographicsearchessee[AmiraziziH]].)

Therearetwo othergenerahlgorithmsfor thediscreteog problemthatrunin time O(|(g)|'/?) and
very little space Both methodsarerandomizedaindaredueto Pollard[Pollard]. We sketcha version
of oneof thosemethodsere.Let zo = 1 andfori > 0 let

zih, if x; €81,
Tit1 = 5612, if z; €89 ,
z;9, If =z; € S3,
whereSi, S2, andSs areapartitionof thesetof canonicarepresentationsf elementof (g) into three
setsof roughlyequalsize. Then

z; = h%ghi
for someintegersa;, b;. If wefindthatz; = z4; for somei > 1, thenwe obtainanequatiorof theform
haigbi — ha2igb2i ,

whichyieldsalinearequatiorfor log, (k).

It is easyto reducea generaldiscretelog problemin a cyclic group(g) with orderwhosefactor
izationis known, to the casewherethe elementg hasprimeorder If [(g)| = n1 - na, with n; andng
relatively prime, thensolutionsto the discretelog problemfor the cyclic groups(g™) and{g"?) can
be easilycombinedto yield a solutionto the discretelog problemin (g). A furthersimplereduction
shaws thatsolvingthe discretelog problemin a groupof prime orderallows oneto solve the problem

in groupswith ordersthatarepowersof thatprime.

The Shanksmethodandthe kangaroanethodof Pollardcanalsobe usedto computethe discrete
logarithmof & in aboutrn'/? stepswhenthis discretdog is known to lie in anintenal of lengthat most

m. Hencecryptosystentesignerdave to becarefulnotto limit therangein which discretelogslie.

Therunningtimesof the ShanksandPollardalgorithmshase notbeenimprovedto any substantial
extent. Only improvementsy constanfactorshave beenobtainedPollard2, Tesle, VanOorschotW].

Therehasbeerprogresspntheotherhand,in obtainingfastparallelversiondPollard2,VanOorschotW],
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in whichtheelapsedime for the computatiorshrinksby afactorthatis linearin thenumberof proces-
sorsused.(Forthelatestapplicationf theseechniqueso elliptic curve discretdogs,see[EScotSST].
For a stateof the art suney on parallelintegerfactorization see[Brent].) However, the basicprocess-
ing for ary of thesealgorithmsstill requiresa total of aboutp!/2? stepswherep is the largestprime
dividing the orderof g. This lack of progressn several decadess very important,sinceit hasled to
the assumptiorthatin the absencef otherstructurein a cyclic groupG = (g) of prime order it will
requireontheorderof |G|'/? operationgo computeadiscretdog in G. Mary modernpublickey cryp-
tosystemdbasedn discretelogs, suchasthe U.S. Digital SignatureAlgorithm (DSA) [Menezes\QV,
Schneier]rely on the Schnorrmethod[Schnorr],which reduceshe computationaburdennormally
imposedby having to work in alargefinite field by working within a large multiplicative subgroup®
of prime orderg. Theassumptions thatthe discretelog problemin @ cannotbe solved muchfaster
than ¢'/2 steps. For ¢ of order2'%0, asin DSA, this is about10%* group operations. Sincegroup
operationsaretypically considerablynoreintensve thanthe basicinstructionsof ordinarycomputers
(see[EscotSSTIfor carefulcomputationakxperiencewith elliptic curve operations)jt is reasonable
to estimatethat 1024 group operationgmight requireat least102 ordinarycomputerinstructions. A
mips-year(MY, discussedn greateretailin Section7) is equivalentto about3 - 10'3 instructions so
breakingDSA, say with the Pollardor Shanksalgorithmswould requireover 10'2 MY, which appears
to be adequatdor a while at least. (SeeTable 3 for estimatesf computationapower likely to be
availablein the future for cryptanalyticefforts. Several people,including Len AdlemanandRichard
Crandall,have obsered that all the instructionsexecutedby digital computerdn history are on the
orderof Avogadros numbeyabout6 - 1023, Thelargestfactoringprojectssofar have usedaround10'”

operationsandotherlarge distributed projectshave accumulateadn the orderof 102° operations.)

Unfortunatelythereis no proofthatalgorithmsfasterthanthoseof ShanksandPollardwill notbe
invented. It would not requirea subeponentialtechniqueto breakthe DSA. A methodthat runsin
time ¢'/* would alreadydestry it. It is only the completelack of progressn this areaover a quarter
of a centurythathasprovided a subjectve feeling of comfortto cryptosystendesignerandled them
to choosea securityparametercloseto the edgeof whatis feasible. It is not only improvementsof
the Shanksand Pollardmethodghat could be a threat. Note thatthe securityof DSA is basedon the
assumptiorthatthe only attacksare eitherthosethat work in the multiplicative subgroupof ordergq
without exploiting ary specialpropertiesof this group,or elseby methodssuchasthe index-calculus
ones(discussedn sections4 and7) which work with the full groupmodulop. Thereis no proofthat

somealgebraiaelationscouldnot be exploitedto find animprovedalgorithm.



Theredo exist lower boundson the compleity of the discretelog problems. If practically no
knowledge of the groupis available, Babaiand Szemered[BabaiS] have proved a lower bound of
orderp, wherep is the largestprime dividing the order of a cyclic groupG. Babaiand Szemeredi
assumethat encodingsof group elementsare not unique,and that an oraclehasto be consultedto
determinevhethertwo elementsareequal,aswell asto performgroupoperationsClearlytheir bound

doesnot cover the operation®f the ShanksandPollardalgorithmswhichrunin timep1/2, notp.

Wealer but morerealisticlower boundshave alsobeenobtainedoy Nechag [Necha®] andShoup
[Shoup].(Seealso[SchnorrJ].)They shav thatin certainmodelsof computation(basicallyin Shoups
case,onesin which groupelementsdo have uniqueencodingshut arbitraryones,with no structure,
andin which the algorithmdoesnot have accesdo the encodingf elementsandhasto consultan
oracleto performgroupoperations)t doesrequireon the orderof p'/2 groupoperationgo compute
thediscretelog of anelementwherep is the largestprime dividing the orderof the group. However,
it is not clearjust how muchtheseboundsmeanbecausef the restrictionson operationghat their
modelsallow. Thusevenslight structurein the groupcanpotentiallyleadto muchfasteralgorithms.
The index calculusmethodsare the most prominentcollection of algorithmsthat have successfully

usedadditionalknowledgeof the underlyinggroupsto provide subexponentialalgorithms.
4. Index calculusmethods

Thebasicidea,which goesbackto Kraitchik [McCurley], is thatif

m n
(41) H I; = H Yj
i=1 j=1
for someelementof GF(q)*, then
(4.2) Z log, z; = Z log,y; (modgq—1).
i=1 j=1

If we obtainmary equationf theabove form (with atleastoneof theminvolving anelementz such
asg, for whichlog, z is known), andthey do notinvolve too mary z; andy;, thenthe systemcanbe
solved. Thisis similar to the situationin integer factorization discussedn greaterdetailin [Lenstra],
in whichoneneedgo find alineardependencamongasystenof linearequationgnodulo2. For more
detailsandlatestreference®n index calculusmethoddor discretelogarithms,see[SchirokauerWD,

Schirokauer3].

Progressn index calculusalgorithmshascomefrom betterwaysof producingrelationsthatlead

to equationssuchas(4.1). The simplestpossibleapproach(for discretelogs moduloa primep) is to
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take arandomintegera, computeu = ¢ (mod p), 1 < u < p — 1, andcheckwhether

(4.3) uw=][]pi,

wherethe p; areall primessatisfyingp; < B for someboundB. (Whenthe abose congruencéolds,
we saythatu is smoothwith smoothnesboundB.) For mostvaluesof a, u will notbesmoothandso
will bediscarded However, evenwith this primitive approactonecanobtainrunningtime boundsof

theform

(4.4) exp((c + o(1))(log p)/*(loglogp)'/?) as p — oo
for someconstant.

Theveryfirst analyse®f theasymptoticunningtime of index calculusalgorithmsappearedh the
1970sandwereof theform (4.4). (Most of theseanalysesverefor integerfactorizatiormethods. All
the progressn the 1970sand1980swasin obtainingbettervaluesof ¢, andfor alongtimec = 1 was
therecordvalue,bothfor discretelogs moduloprimesandfor integerfactorization.For fields GF'(q)

with g = p™ for smallp, Coppersmitts algorithm[Coppersmithlpfferedrunningtime
(4.5) exp((C + o(1))(log q)'/*(log log g)*/*) as g — oo

for a positive constantC. (To be precise,C in Coppersmitls algorithmwasa "variable constant”,
with precisevalueboundedabove andbelav by two positive constantsandexactvaluedependingon
therelationof n to the nearespowersof p.) However, for prime fields no methodsfasterthan(4.4)
wereknown, andfor somefields GF(q) with ¢ = p™ in which bothp andn grew, evenboundsof the
form (4.4)werenotavailable. Thislack of progresdedto fairly wide speculatiorthatrunningtimesfor
integerfactorizatiorandfor discretdogsin primefieldscouldnotbeimprovedbeyond(4.4)with ¢ = 1.
However, in 1988Pollardfoundanen approacHor factoringintegers.This methodwasdevelopednto
thespecialnumberfield sieve (SNFS)by HendrikLenstraandlaterinto thegenerahumberfield sieve
(GNFS)througha collaborationof severalresearcherésee[Lenstral]for details). Initially therewas
wide skepticismasto whetherthis methodwould be practical,but thosedoubtshave beendispelled.
Thekey pointis thatthelack of progresover severalyearsdid not comefrom a fundamentalimit on
computationatompleity. A singleclever ideastimulatedmary furtheringeniousdevelopmentsand

ledto aquantumumpin thealgorithmicefficiengy of integerfactorizatioranddiscretdog algorithms.

The first versionof the GNFS for discretelogs was developedby Gordon[Gordon]. Gordons

algorithmwasimproved by SchirokauefSchirokauerl](seealso [Schirokauer2 SchirokauerWnD]).



Adleman[Adleman](seealso[AdlemanH,Schirokauer3]hasinventedthe functionfield sieve, which
can be regardedas a generalizatiorand often an improvementof the Coppersmithalgorithm [Cop-
persmithl]for fields of small characteristic. As a result, we now possesa variety of discretelog
algorithmswith runningtimesof theform (4.5). Therearestill fields GF(q) with ¢ = p™ for which
no runningtime boundof this form is known to hold, andit is aninterestingesearchiopic to closethe

gapandobtaina uniform runningtime estimatedor all finite field discretdogsof theform (4.5).

For fields GF(q) with ¢ = p" wheren is large, the runningtime boundof (4.5) holdswith C' =
(32/9)Y/3 = 1.5262.. .. Forn small,in generale know only that(4.5) holdswith C = (64/9)'/3 =
1.9229. ... For specialprimesp, which initially werejust the primesof the Cunninghanform with
p = r"™ + a, wherer anda aresmall, andn large, but which recentlyhave beenshawn to include
numerousotherfamiliesof primes(see[Semag3, Semaw4]), versionsof the numberfield sieve for

thefields G F(p) runin timesof theform (4.5)with C = 1.5262... or evenless.

Subeponentialindex calculusalgorithmshave beendevelopedfor a variety of discretelog prob-
lems. (See[JacobsonMuellerST]for recentexamples.)The onenotableexamplewherethey have not
beenmadeto work is for elliptic curve discretdogs,asubjectwe will returnto in alatersection.First,
thoughi,it is worth notingthatmostof therecentprogressn index calculusalgorithmshascomefrom

exploitationof algebraigpropertief finite fields.

All recentalgorithmsfor discretelogs that are claimedto run in time of the form (4.5) for some
constant areheuristic,in thatthereis noproofthey will runthatfast.If oneis willing to settlefor run-
ning timesof theform (4.4),thenit is possibleto obtainrigorousprobabilisticalgorithmsgLovornBP].
However, thereis still no rigorousdeterministicdiscretelog algorithmfor ary large classof typically

hardfinite fields.
5. Smoothness

Index calculusalgorithmsdepencbn a multiplicative splitting of elementgintegers,ideals,or polyno-
mials)into elementsdravn from a smallerset,typically consistingof elementghatarein somesense
“small”. Elementgthat do split this way are called smooth,and a fundamentaproblemin the anal-
ysis of index calculusalgorithmsis to estimatethe probability that someprocesgtypically sieving)
will producesmoothelementsin almostall casesthe heuristicassumptions madethatthe elements
thatarisein the sieving procesdehae like randomelementof thatorder Thatassumptiohasbeen

verified extensvely by computation®f smoothelementsaswell asby the succes®f theinteger fac-



torizationanddiscretelog algorithmsthatdependon it. For recentresultson smoothnessf integers,
see[HildebrandT],andon smoothnessf algebraicintegers,see[BuchmannH].The latestresultson
smoothnesef polynomialsarein [PanarioGF](Seealso[GarehlakisP1GarehlakisP2for moregen-
eralresultson polynomialfactorization.)Smoothnesgestimate®f thistypearealsocrucialfor thethe

few rigorousproofsof runningtimesof probabilisticalgorithms.

(The paperof Soundararajaimentionedn [Odlyzko2] andseveral otherpaperson discreteloga-
rithms,will notbepublished It waspartially anticipatedy thepapersf Manstaicius [Manstaiciusl,

Mansta&icius2], andis now largely supersedelly themorerecentPanarioGF].)

6. Linear systemsover finite fields

Index calculusalgorithmsrequiresolutionsof large setsof linearequation®verfinite fields. For along
timein the1970sandearly1980sthis stepwasregardedasa majorbottleneckaffectingtheasymptotic
runningtime estimateof algorithmssuchasthe continuedfraction methodandthe quadraticsieve.
Fortunatelythelinearsystemof equationgproduceday all index calculusalgorithmsaresparseThis
malkespossibledevelopmentof algorithmsthattake adwantageof this sparsityandoperatefasterthan
generalones. Theintroductionof structuredGaussiarelimination[Odlyzko1] (designedo produce
smallerlinear systemdo be solved by othermethods)and of the finite field versionsof the Lanczos
andconjugategradientalgorithms[CoppersmithOSQdlyzko1], andthe subsequendiscorery of the
Wiedemannalgorithm[Wiedemann]ed to a reductionin the estimatesf the difficulty of the equa-
tion solving phase. However, practicelaggedbehindtheoryfor a long time. Although large scale
simulationswith the structuredGaussiareliminationhad beendescribedn [Odlyzko1l], it wasonly
afterlarge setsof equationarisingfrom realdiscretdog problemsweresolved usingcombinationsf
structuredsaussiareliminationandthe LanczosandconjugategradientalgorithmgLaMacchiaOlthat

thesemethodscameinto wide use.

Themainadwancesn linearalgebrdor index calculusalgorithmsn the1990scamefrom theparal-
lelizationof the LanczosandWiedemanralgorithmsby CoppersmitifCoppersmith2Coppersmith3].
Currentlythe mostwidely usedparallelmethodis Montgomerys versionof the Lanczosalgorithm
[Montgomery],whereit is usedafter structuredGaussiareliminationreduceshe matrix to manage-
ablesize. Theseparallelizatiormethodsessentiallyspeedup the basicalgorithmsover thefield of two
elementgthe only casethatis neededor integer factorization)oy factorsof 32 or 64 (dependingon

theword lengthof the computerjandarevery effective. Thereareconcernghatlinearequationsnight
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againbecomea major bottleneckfor currentalgorithmsaslargerintegersarefactored.While sieving
canbedoneon a network of distributedmachineseachwith modestmemoryrequirementgandminor
communicatiomeedslinearequationsolutionsrequirea closelycoupledsystemof processorsvith a
large memory Still, thoserequirementgarenot too onerous For example therecentfactorizationof a
140decimaldigit integer[CavallarLRLLMMZ] requiredfinding alineardependencamonga system
of almost5 million equationsn aboutthatmary unknavns, andthis wasaccomplishedn about100
hoursonasinglefastprocessousing810MB of memory (This setwasgeneratedby structuredsaus-
sianeliminationfrom about66 million equationsn almost56 million unknavns.) Sincetheworld is
increasinglybecomingdependenon big centralizedWeb seners, thereis a proliferationof fastmul-
tiprocessorcomputerswith tensof gigabytesof memory The numberof entriesin the matrix grovs
roughlylinearly in the size of the matrix (sincestructuredGaussiareliminationis usedin waysthat
partially presere sparsity),andthe runningtime is aboutquadraticin the size. Thusrunningtime is
likely to be moreof a problemthanstoragespace.However, this difficulty canprobablybe overcome

by furtherparallelizationusingmultiple processors.

In discretdogs,thelinearalgebras a moreseriousproblem sincesolutionshave to be carriedout
not modulo2, but modulolarge primes. Hencethe parallelizationsof Coppersmittand Montgomery
do not provide ary relief, andthe original structuredGaussiarelimination, Lanczos,and conjugate
gradientimethodsasimplementedn [LaMacchiaO1Jarestill closeto bestpossible (See[Lambert]for
a carefulanalysisandsomeimprovements.)The difficulty of discretelog problemsis not asextreme
asit mightfirst appearthough,sincemostmatrix entriesarestill small,andso storagerequirements
do not ballooninordinately Further mostarithmeticoperationsavoid full multiprecisionoperations
by multiplying a large integer by a small one. Still, the runningtime is likely to be higherthanfor
integerfactorizatiorby muchmorethanthefactorof 64 thatcomegustfrom theinability to applythe
parallelizationof Coppersmitrand Montgomery More researcton fastlinear algebramodulolarge

primeswould definitelybe useful.

For completenesst is alsoworth mentioningsomerigorousanalyse®f sparsamatrix algorithms

overfinite fields[Kaltofen, Teitelbaum\Villard].

7. Stateof the art in index calculusalgorithms

How large arethe discretelog problemsthatcanbe handled?The McCurley challengegproblem[Mc-

Curley] to computethe discretelog moduloa prime of 129 decimaldigits hasbeensolved [WeberD],
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but the primeinvolvedwasof a speciaform, sothatthespecialnumbeffield sieve couldbeused.(Mc-
Curley posedhis challengebeforetheinventionof the numberfield sieve.) In fieldsof characteristi@,
GordonandMcCurley [GordonM] have solvedthediscretdog problemcompletelyfor GF(24°!), and
partially (without completingthelinearalgebrastep)for G F(2593),

For primefields G F(p) in whichp doesnot have ary specialstructuretherecordis heldby Weber
[Weber]for anattackwith thegenerahumberfield sieve on a prime of 85 decimaldigits, andby Joux
andLercier(May 26,1998emailannouncemerfNMBRTHRY]) on a prime of 90 decimaldigits with
the Gaussiarninteger methodof [CoppersmithOS].

Asin othersuney papersit is appropriatéo warnthatto obtaina properestimateof securityof dis-
cretelog problemst is betterto considemwhathasbeendonein integerfactorization Much moreeffort
hasbeendevotedto that subjectthanto discretelogs, andmostof the leadingalgorithmsare similar.
Thusalthoughdiscretdogsin primefieldsdo appeaharderthanfactoringintegersof the samesize, it
is prudento disregardthis differencewhenchoosinga cryptosystemThecurrentrecordin factoringa
generallyhardintegeris thatof the 140 decimaldigit challengentegerfrom RSA DataSecurity Inc.,
RSA-140 whichwasaccomplishedvith thegenerahumbeffield sieve [CavallarLRLLMMZ]. Among
Cunninghamintegers,therecordis thefactorization(by the samegroupasthe onethatfactoredRSA-
140)of a211decimaldigit integerby the speciaihumberfield sieve (emailannouncemeraf April 25,

1999to [NMBRTHRY]).

The factorizationof RSA-140requiredabout2,000MY (mips-yearsthe conventionalmeasure
of computingpower thatis still widely usedin estimatinginteger factorizationprojects[Odlyzko3]).
This is not a hugeamount. For comparisonthe distributed.netproject[Distributed] hasavailableto
it the sparecapacityof around100,000computersyhich amountto around10” mips. Thusall these
machinesanprovide aroundl0” MY in ayear (The SETI@homeproject[SETI] hadasof themiddle
of 1999about750,000computergparticipatingn theanalysisof datafrom thesearcHor extraterrestrial
intelligence,andwasgrowing rapidly. Otherlarge projectsusethe software systemEntropia].) Thus
if somebodyaskshow large aninteger canbe factored a goodfirst answeris to askthe questionein
returnhow mary friendsthatpersorhas.Thereis ahugeandgrowving amountof idle computingpower

onthelnternet,andharnessingt is morea matteror socialandpolitical skills thantechnology

Tablesl and2 reproducehe runningtime estimatef [Odlyzko3] for the gnfs (generalnumber
field sieve) andthesnfs(specialnumbeffield sieve). Theseestimatesresomavhatconserative, since

incrementalimprovementsto the gnfs and snfsin the five yearssince[Odlyzko3] waswritten have
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Tablel: Computingrequiredto factorintegerswith currentversionof gnfs

bitsof n | MY required
512 3-10*
768 2- 108
1024 | 3- 10"
1280 1-10™
1536 3-10'6
2048 | 3-10%

Table2: Computingrequiredto factorintegerswith the snfs

bitsof n | MY required
768 1-10°
1024 3-107
1280 3-10°
1536 2- 10"
2048 | 4- 104

madethemmoreefficient (sothat,for example,gnfs currentlyrequiresprobablyonly around10* MY

to factora512bit integer).

Thereare sometechnicalissues(suchas not all machinesin the distributed.netproject having
enoughmemoryto run algorithmsthat factor512 bit integersusinggnfs), but the generalconclusion
is that512bit RSAis alreadyvery insecure.Integersof 512 bits canbefactoredtoday evenin small,
covert experimentsrun within a singlemodestsizedcompaly, andeven moreso within a large orga-
nization. The estimatesnadein [Odlyzko3] for computingpower thatmight be availablein thefuture

arepresentedh Table3 belov. They still seenreasonable.

Theprecedingablesshav thatevenwith currentalgorithms within afew yearsit will be possible
for covert efforts (involving just a few peopleat a singleinstitution,andthusnot easilymonitored)to

crack768bit RSAmoduliin ayearor so. However, giventherecordof improvementsn index calculus

Table3: Computingpower availablefor integerfactorization(in MY)

year | covertattack| openproject
2004‘ 108 2-10°

2014 | 109 — 10! | 101 — 1013
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algorithmsjt seemsmprudentaswasarguedin [Odlyzko3]) to assumehatthecurrentversionof gnfs
is thebestthatwill beavailablefor alongtime. At theleast,it seemsareasonabl@recautiorto assume
thatfuturealgorithmswill beasefficientastodays snfs,in which caseaven1024bit RSAmodulimight

beinsecurdor arything but short-termprotection.

8. Elliptic curve discretelogs

So far little hasbeensaid aboutelliptic curve cryptosystems.However, from a practical point of
view, they currently are the mostimportantissuein discretelogs. The first elliptic curve schemes
were proposedndependenthby Neal Koblitz and Victor Miller in 1985. Sincethattime a variety
of othersystemshave beenproposedandsomearebeingdeplo/ed, andmary moreareunderactive
consideration(Seg[KoblitzMV] for arecentsurey.) Theattractionof elliptic curvesis thatin general
no attackamoreefficientthanthoseof PollardandShanksareknown, sokey sizescanbemuchsmaller
thanfor RSA or finite field discretelog systemdgor comparabldevels of security (See[EscotSST]
for a detailedaccountof the latestsquareroot attackson the Certicom[Certicom] challenges.)The
lack of subexponentialattackson elliptic curve cryptosystemsfferspotentialreductionsn processing
power, storagemessageizes,andelectricalpower. It is often claimedthat properly chosenrelliptic
cune cryptosystemsver fields with sizesof 160 bits areassecureasRSA or finite field discretelog

systemswith moduliof 1024bits.

Althoughelliptic curve cryptosystemarebecomingmorewidely acceptedthey arestill regarded
with suspicionby mary. Themainconcernis thatthey have not beenaroundlong enoughto undego
carefulscrutiry. Thisconcerris magnifiedby thedeepmathematic¢hatis requiredto work with them,

whichreduceghe pool of peoplequalifiedto examinethem.

Therearesomenegative results suchasthoseof JoeSilvermanandSuzuki[SilvermanS]extend-
ing earlierremarksof Victor Miller) which shawv thatcertainextensionsof index calculusmethodswill
not work on elliptic curves. Joe Silverman$ xedni calculus,which provided an intriguing approach
to elliptic curve discretelogs hasalsobeenshavn recentlyto be unlikely to work efficiently [Jacob-
sonKSST].Thereis a naturalrelation betweenmultiplication and additionin a finite field, which is
whatmakestheindex calculusmethodswork in thatsetting. Thereis no suchnaturalrelationbetween
the groupof pointsof anelliptic curve andanothergroup,andthis appeardo bethe mainreasoreffi-
cientdiscretdog methoddor elliptic curveshave notbeenfound. However, thatdoesnotguarantean

attackwill notbefound.
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While therehasbeenno generalattack, there hasbeena worrying seriesof attackson special
cunes. For example,supersingularcurveswere oncethoughtto be very promisingin cryptography
but MenezesOkamotaandVanstoneshaved their discretelog problemscould be solved efficiently.
More recently the “anomalous”elliptic curves were shawvn to have extremely efficient discretelog
algorithms.Whatworrieselliptic curve skepticsis thatthereis muchmathematicastructurehatcould
potentially be exploited. After all, much of recentprogressin index calculusalgorithmshascome
from exploitationof algebraicrelations.Further it hasalsobeenshavn by Adleman,De Marrais,and
Huang[AdlemanDH] (seealso[Enge]) thaton high genuscurnes,theredo exist efficient discretelog

algorithms.

9. Thefuture

The mostworrisomelong-termthreatto discretelog cryptosystemghat we canforeseeright now
comesfrom quantumcomputers. Shor[Shor] shaved that if suchmachinescould be built, integer
factorizatioranddiscretdogs(includingelliptic curve discretdogs)couldbecomputedn polynomial
time. This result hasstimulatedan explosionin researchon quantumcomputers(see[LANL] for
the latestresults). While thereis still somedebateon whetherquantumcomputersare feasible,no
fundamentabbstructiondo their constructionshave beenfound, andnovel approacheareregularly
suggested.The one comforting factoris that all expertsagreethat even if quantumcomputersare
eventually built, it will take mary yearsto do so (at leastfor machineson a scalethatwill threaten
modermpublickey systems)andsotherewill beadvancewarningabouttheneedo developanddeplg
alternatesystems.(Unfortunately asthe Y2K problemshavs, evenmary years’advancewarningis

ofteninsuficientto modify deeplyembeddedystems.)

Thereare alsothreatsto discretelog and RSA cryptosystemdgrom other hardware approaches.
DNA computersdo not appeaitto offer muchhelp. More corventionaldevicesseemmore promising.
Adi Shamirhasproposedthe TWINKLE optoelectroniadevice [Shamir] for fastersieving. There
areseriousdoubtsaboutthe feasibility of Shamirs original proposal. However, several peoplehave
obsered that a much more practicaland scalabledevice canbe constructecby abandoningall the
attention-catchingptical partsof the design,andbuilding a similar device in silicon, using digital

adders.

Specialpurposedevices for factoringand discretelogs may be helpful, just asthe Deep Crack

device (designedby Paul Kocher following an earlier proposalfrom Mike Wiener) was helpful in
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demonstratingonclusvely thatDESis of maginal security However, they areunlikely to have amajor
impact,sincethereis hugecomputingpower availablein theidle time of thecomputeronthelnternet,
andthat power canbe harnesseeasily (An earlier specialpurposesieving device [PomeranceST]
wasmadeobsoleteby thearrival of massie distributedcomputingover the Internet.) Giventhe rapid
gronth in suchcomputingpower andthe relatively slow increasen the runningtime of the number
field sieve with the sizeof the modulus cryptosystendesignerarealready(or shouldbe) building in

generousafetymaigins.

The bottomline is that for generalcyclic groupswith no structure,no substantiaprogresshas
beenmadein about25 years.Furthermorethe problemsthat arisethereare closeto the fundamental
onesof computationatompleity, andno sophisticate@pproachethatrequireesotericmathematics
have shavn ary promiseof providing betteralgorithms.Hencecryptologistsarecomfortablewith the
assumptiorthatthe PollardandShankgechniquesrecloseto bestpossible.They areusuallywilling
to apply the Schnorrtechniqueof working in a multiplicative groupof orderqg wheregq is a prime of
atleast160bits. (For secretdhatneedto be presered for decadesthoughiit is prudentto increase;
to somethingdike 200bits.) Amongindex calculusmethodstherehasbeenconsistenprogresswith
occasionafjuantumjumpsintersperseavith a streamof smallerincrementalmprovements However,
eventhe quantumumpsin asymptoticefficiengy have notresultedn sudderdramaticincrease the
problemsthat could be solved. Hencesystemdesignersare comfortablewith choosingkey sizesfor
RSAandfinite field discretdog cryptosystemshattake into accounthe currentstateof theartandadd
in agenerougxtramagin of safetyto compensatéor expectedyronth in computingpower aswell as
improvementsn algorithms. This meanghatkeys have to be of atleast1024bits evenfor moderate
security andatleast2048bits for arything thatshouldremainsecuregor adecadeFor elliptic curves,
therearestill somedoubts. They areextremelyattractve, andno generalsubexponentialattacksare
known. However, if they areto be used,it might be prudentto build in a considerableafetymangin

againstuunexpectedattacks andusekey sizesof atleast300bits, evenfor moderatesecurityneeds.

The mainreasonfor providing generousafetymagins is that unexpectednen mathematicaln-
sightsarethe greatespotentialthreatto both discretelogs andinteger factorization. Thereis a long
history (see[Odlyzko3]) of overestimatesf thedifficulty of factoringintegers,for example,andmost
of theseoverestimatefiave comefrom not anticipatingnew algorithms.Severalexamplesof this phe-
nomenonwerecitedearlierin this paper Anotherway to bringthis pointoutis to notethatthenumber

of peoplewho have workedseriouslyonintegerfactorizatioranddiscretdogsis notall thathigh. Fur
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thermoreaninordinatelylargefractionof thereally novel ideas(suchastherhoandp — 1 methodsthe
basicnumberfield sieve, andlattice sieving) have comefrom a singleindividual, JohnPollard. This
suggestshatthe areahassimply not beenexploredasthoroughlyasis often claimed,andthat more

surprisesmightstill bein storefor us.
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